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Introduzione

BiBi Wiper € un malware di tipo “distruttivo” utilizzato nel conflitto Israele — Hamas dagli
attivisti del gruppo terroristico sunnita. Dal 30 Ottobre 2023 il threat sta infettando anche
sistemi operativi Unix, nonostante la variante piu utilizzata sia quella Windows, sottoposta ad
analisi nel presente articolo.

L'artefatto, similarmente a quanto e avvenuto durante la guerra Russo-Ucraina, e stato
utilizzato come strumento di guerra ibrida atto ad effettuare azioni distruttive nei confronti
delle infrastrutture critiche di Israele, contribuendo di fatto all'offensiva militare e strategica di
Hamas. La minaccia, eseguendo una sovrascrittura ed una fase di “locking” dei files (senza pero
chiederne alcun riscatto) pone BiBi Wiper in una condizione diversa da una minaccia
Ransomware. L'unico obiettivo del Wiper € quello di rendere i dati dei target systems non
accessibili e non utilizzabili. [0]

Analisi statica e malware assessment

[l sample analizzato ha come hash e26bba0304f14ef96beb60376791d32c, ed é stato sviluppato in
C++.

D& Detect It Easy v3.04 [Windows 10 Version 1809](x86_64) — O *
File name
C: JUsersfIEUser [Desktop/New folder/404172937cd 2440 2928 150cae6faleff5551fdb40 1eal 7 2f6ecddac 7Ta747e 17.exe

File type Entry point

Endianness Mode Architecture Type
Automatic LE a4-bit AMD&4 Console
~ PEB4

Compiler: Microsoft Visual C/C++(-)[-]
Linker: Microsoft Linker(14.29)[Consoletd, console]

) an I:‘ Rea scan I:‘ Al ty;
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File nmame: C:/Users/IEUser/Desktop/New folder/40417e937cd244b2f928150cac6faleff5551fdb401lealT2fbec
Size: 207872(203.00 EKB)

MD5: e26bbal304f14ef96beb60376791d32c

SHAl: 24f6785calef2dldldélf4chb01d5eT753£50445cE

Entropy: €.19335 (not packed)

Operation system: Windows (Vista)

Architecture: RMDE4

Mode: &4-bit

Type: Console

Endianess: LE

Entry point (Address): 000000014000abl0

Entry point (Offset): 9f10

Entry point (Relative address): abl0

Entry point (Bytes): 4883ec2BeB9f0600004883c428e972feffffccccd4883ec284dEb4138488bcadfibdl

Entry point (Signature): 4883ec..eB........ 4883c4..e9........ ccccd4883ec. . 4d8b4l. .488bca498bdl

Entry point (Signature) (Rel): 4883ec..e8$555555548895c24. .55488bec4883ec. . 488b05........ 48bb. . ...

All'interno della sezione .rsrc (la quale contiene i dettagli del file di metadati manifest ed altre
risorse) possiamo evidenziare un'impostazione di execution “asinvoker”, pertanto il threat
viene lanciato con i medesimi privilegi e permessi di sicurezza del processo parent.

P& Memory map — O X

Address Size Name
VUUIUUUUUSUE UaUY  UUUUUUY [ HUULEUNY  USUUUUSUUUUUSUUY  JECLITIL || auata |

0000000000032320  fFFFFFFAAFFAFFF 0000DD00140030600  ODOOOOOOODD00a00  Section(1)['.rdata’]
000000000002000  00O00OD0140031000 00DOD00DOD001000  Section(2)['.data’]

) FEFFFFFFFFFFEFF 0DDO0OD140032000  DODDDDODODDD20DD  Section(2)['.data']
irtual addre: 0000000000037120 I

0000000140037120

0000000000030000  ODO0D00140034000  O0ODDDDODDO002000 Section(3)['.pdata’]
Mode Endianness Architecture 0000D00000032000 00OD0O00140036000 O0DODODODODOD0200 Section(4)['_RDATA']
§4-bit LE AMDE4 [ 0000000140036200 0000O00O000D00e00  Section(4)['_RDATA']
0000000000032200 - 0 00 i src']
[ 0000D000140037200  000OODDDD0000E00  Section(5)['.rsrc']
0000000000032400  ODO0D00140033000 OOODODDDDOD00BOD  Section(6)['.reloc’]
[ 0000000140038800  0000OODODODDD0B00  Section(B)['.reloc’]

<security>..
<regunestedPriv
ileges>. .
<regunestedExecn
tionlLevel level=
'"asInvoker' uiAc
cess="false' />.
</reqguest
edPrivileges>. .
</security>..
</trustInfo>..
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Le funzioni importate mediante la libreria KERNEL32.dll fanno riferimento a drives
enumeration, creazione ed apertura di processi e richiamo di librerie esterne mediante
LoadLibraryA:

Hash 64

5 00000031fb809ed6 Saa5e843
Disasm

=k ginalFirstThi neDateStan wrwarderCha  Name FirstThunk Hasl

O N e o e e e e T

NT_HEADERS
£_FILE_HEADER
OPTIONAL_HEADER

Ordinal
~ Resources 0 GetLogicalDrives
Mamrz;t GetDriveTypeA
000000204
000000DDD002fd 14 CreateProcessA
002fd26 TerminateProcess

OpenProcess

D Strings - o x

Filter

] utrs M u

Offset o= i String
0002bd48 .dataSr
0002bd58
0002bd7c
0002bdBc
0002bd9c
0002bdb0

.dataSrs
.pdata

_RDATA
.rsrc801
.rsrcS02

ObOpO0

P PFPF P>

i

GetLogicalDrive
GetDriveTypeA
GetlastError

0000000d
0000000C
0000000e
00000010
00000000
0000000C
0000000e
00000013
0000000C
00000000
00000015

CreateProcessA
TerminateProcess
OpenProcess
LoadLibraryA
GetProcAddress

0000000e
00000012
00000011

SwitchToThread
GetCurrentThreadld

GetExitCodeThread

P PFPFFPFPFPFPFPEPFPEPF PR
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D& PE - ] X

Hex SM Strings Memory map

Info Hash 64

H.E‘ 00000031fb809ed6 9aabeBa3
Disasm

A ginalFirstThi neDateStan wwarderCha  Name FirstThunk Hasl

A O T e T

Memory map
Entropy
Heuristic scan
IMAGE_DOS_HEADER
~ IMAGE_NT_HEADERS
IMAGE_FILE_HEADER
* IMAGE_OPTIONAL_HEADER
IMAGE_DIRECTORY_ENTRIES
RICH Signature
Sections
il i
~ Resources 058f Sleep
Manifest 0599 SwitchToThread
Exceptions
Relocs 0225 GetCurrentThread|d
De?ug 0247 GetExitCodeThread
s 028 GethativeSysteminfo
Load config -
03d6 LocalFree
Olaf FormatMessageA

D0ce  CreateFileW

A seguire evidenze di files enumerations loop di ottenimento dei files ed attributi dei
medesimi, nonché un puntamento mediante la funzione SetFilePointerEx. Quest'ultima &
largamente utilizzata da minacce con funzionalita di riferimento a files esterni in quanto
permette una gestione piu granulare e specifica della location di puntamento.

[ - o X

Reload Hex Disasm Strings Memary map Entropy Heuristic scan | [l Readonly
Hash 32

Info Hash 64
Hex
Disasm

Rt ginalFirstTht neDateStan wwarderCha  Name FirstThunk Hasl

e O e e i e e

Memory map
Entropy
Heuristic scan
IMAGE_DOS_HEADER
* IMAGE_NT_HEADERS
IMAGE_FILE_HEADER
* IMAGE_OPTIONAL_HEADER
IMAGE_DIRECTORY_ENTRIES
RICH Signature
Sections
T (0
~ Resources 0184 FindFirstFileExW
Manifest 0195 FindNextFilew
Exceptions
Relocs 024c  GetFileAttributesExW

00000031fh809ed6 9aa5e843

Debug 0520 SetEndOfFile

TLS

Load config 05. tFileAttributesW

SetFilePointerEx
3 AreFileApisANSI
MoveFileExW

| files vengono rinominati con estensione .BiBi dopo che gli stessi sono stati resi inaccessibili
attraverso un processo di sovrascrittura:
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Strings Memory map Entropy

Info Hash 64
Hex

Disasm
el ginalFirstThy neDateStan wwarderCha  Name FirstThunk Hasl

EE O e e T I

Memory map
Entropy
Heuristic scan

00000031fb809%ed6 9aa5eB43

IMAGE_DOS_HEADER
~ IMAGE_NT_HEADERS
IMAGE_FILE_HEADER
~ IMAGE_OPTIONAL_HEADER
IMAGE_DIRECTORY_ENTRIES
RICH Signature
Sections
Ul i
~ Resources 0520 SetEndOfFile
Ma.mfest SetFileAttributesW
Exceptions
Relocs 33 SetFilePointerEx

Debug AreFileApisANSI

L':: er MoveFileEx\W
GetFilelnformationByHandleEx
MultiByteToWideChar
WideCharToMultiBvte

Vengono inoltre ottenuti i dettagli del Performance Counter e della frequenza di esecuzione
dei componenti della CPU, tali informazioni possono permettere ad un threat di individuare
un eventuale ambiente virtualizzato, come ad esempio macchine virtuali o sandboxes:

D& PE — O x

Hex D Strings Memory map Entropy

Info Hash 64

A 0000003 1fb809ed6 9aa5eB43
Disasm

ek ginalFirstTht neDateStan wwarderCha  Name FirstThunk Hasl

= o omzsea " Jowonom~onoon ot sz

Memory map
Entropy
Heuristic scan
IMAGE_DOS_HEADER
~ IMAGE_NT_HEADERS
IMAGE_FILE_HEADER
* IMAGE_OPTIONAL_HEADER
IMAGE_DIRECTORY_ENTRIES
RICH Signature
Sections
il
~ Resources 3 MultiByteToWideChar
Manifest WideCharToMultiByte
Exceptions :
Relocs 0452 QueryPerformanceCounter

Debug 3 Q rformanceFrequency

TLS

Load config InitializeSRWLock

8 ReleaseSRWLockExclusive
AcquireSRWLockExclusive
8 EnterCriticalSection

Si noti la funzione di debugger checking IsDebuggerPresent, che permette di evitare il
monitoraggio e il tracciamento dell’esecuzione del processo stesso attraverso breakpoints e
code browsing tools:
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Info

Hex

Disasm

el ginalFirstThi neDateStan wwarderCha  Name FirstThunk Hash

L O 2 e e e e e A Y TR

Memory map
Entropy
Heuristic scan
IMAGE_DOS_HEADER
~ IMAGE_NT_HEADERS
IMAGE_FILE_HEADER
~ IMAGE_OPTIONAL_HEADER
IMAGE_DIRECTORY_ENTRIES
RICH Signature
Sections
i
~ Resources 057f  SetUnhandledExceptionFilter
! 0220 GetCurrentProcess
Exceptions
Relocs 038¢c  IsProcessorFeaturePresent
Debug 036f  InitializeSListHead
TLS

Load config 0335 IsDebuggerPresent

02da GetStartuplnfolW
0de?  RtlUnwindEx

Odde RtIPcToFileHeader
—

valori dei puntatori utilizzati vengono codificati mediante il richiamo della funzione
EncodePointer. | puntatori permettono di far riferimento ad ulteriori variabili ed oggetti
all'interno di funzioni eseguite, nel caso specifico non vi & contezza precisa dei valori e attributi
riferiti in quanto codificati.

D& PE — ] x

Info
Hex
Disasm

hi=h ginalFirstThy neDateStan wwarderCha  Name FirstThunk Hasl

= O e e e e e TR

Memory map
Entropy
Heuristic scan
IMAGE_DOS_HEADER
~ IMAGE_NT_HEADERS
IMAGE_FILE_HEADER
~ IMAGE_OPTIOMAL_HEADER
IMAGE_DIRECTORY_ENTRIES
RICH Signature
Sections
Ordinal Hint
~ Resources 0541 SetlastError
et 0134 EncodePointer
Exceptions
Relocs 036b  InitializeCriticalSectionAndSpinCount
Debug 05b0 TisAlloc
TS 5 Ge -
el 05b2 TlsGetValue
03b3  TisSetValue
05b1  TisFree

01b4  Freelibrary

9aa5eB43

In un contesto concorrenziale vengono letti i files presi in considerazione:
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Info Hash 64
Hex
Disasm
Hash

00000031fb809ed6 9a3a5e843

ginalFirstThi neDateStan wwarderCha  Name FirstThunk Hash

S [0 onerco 00000000 oousoo0 [ooetaeo 0022000 s | kmnELza |

Memory map
Entropy
Heuristic scan
IMAGE_DOS_HEADER
~ IMAGE_NT_HEADERS
IMAGE_FILE_HEADER
~ IMAGE_OPTIONAL_HEADER
IMAGE_DIRECTORY_ENTRIES
RICH Signature
Sections
o
~ Resources TlsFree
Manifest
Exceptions
Relocs LoadLibraryExW
ReadFile
CreateThread
ExitThread
FreelibraryAndExitThread
0280 GetModuleHandleExW

Freelibrary

Load config

Qui i dettagli delle sezioni del Portable Executable in questione. La sezione principale risulta
essere .text, la quale contiene le istruzioni direttamente eseguite dalla CPU.

o ; 0 500

Strings

Signatures . e44e 00022000  ODDDeGOO 00020200  0DDDDOOO  DOOOODOD 000D 40000040
Memory map ¢ 000027d0 00031000  0DODTOD  0002f0DD  0DDDDOCO  0DODOODOD 000D 0000040

STy 000D1e60 00034000 00002000 00030000  0DDODODO  0OODODOD 00D 40000040
Heuristic scan

IMAGE_DOS_HEADER i 000000f4 00036000 00000200 00032000 0000000  0OOOOOOD 0000 40000040
~ IMAGE_NT_HEADERS d 0000010 00037000 00000200 00032200 00000000 DD0000DD 000D 40000040

IMAGE_FILE_ HEADER 7l 28 3 32, 2
 IMAGE OPTIONAL HEADER 0000070 00032000 100000200 00032400 100000000 00000000 0000 42000040

IMAGE_DIRECTORY_ENTRIES

RICH hwnat

Import

~ Resources

Manifest

Exceptions
Relocs
Debug
LS
Load config

L(H. .

H..¥y'...
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D& Strings — m} X

Filter

M anst = [ urs [l un

String

<
o
1]

bad address
bad file descriptor

bad message

Eo - - i

|

connection already in prog

I

connection refused
0 0

0002190 00000011
0002198 0000001c

00021a18
00021a30 00000017
00000000

0000000

00000011

00000016

00000010

00021ab0 00000012
00021ac8 00000015
00021ae0 00000022
00021b03
00021b18
00021b28

connection reset

cross device link

destination address required

directory not empty
ecutable format error

file exists

file too large

filename too long

functien not suppo

host unreachable

identifier removed

illegal byte sequence

inappropriate io control operation

interrupted

invalid seek

=
» PP PFPF>PFPFPFPEPRPPEPE PP

1o error

Qui i dettagli di gestione di oggetti concorrenziali e resources management, nello specifico
multithreading e semaphores. Gli oggetti semaphores permettono l'utilizzo di risorse con un
accesso esclusivo, evitando pertanto un accesso simultaneo da parte di piu processi alla
medesima risorsa:

B strings - O X

Filter

I anst ~ [ utrs

Size String
00000000 FlsGetValue

0000000D FlsSetValue

0000001 b

00000012
00022010 00000015 reate ThreadpoolTimer
00022028 00000012 SetThread
00022040 0000001F TimerCallbacks
22060 4
00022078 00000014
00022090
000220a8
FlushP
FreelibraryWhenCallbackReturns
rrentProce: Humber
00022120
00022138
00022150

rmationByHandle
00022130 0000001e GetSvstemTimePreciseAsFileTime
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Di seguito evidenze relative alla fase di directory iterator, estensione .BiBi appesa ai files resi
inaccessibili, I'individuazione dei comandi CMD di booting settings al fine di disabilitare il
modulo di Windows Automatic Repair ed il controllo di eventuali failures di OS booting. |
comandi CMD in questione sono in forma reversed (ovvero scritti al rovescio) all'interno delle
stringhe estraibili. Vengono inoltre utilizzate istanze di Restart Manager per gestire lo status e
la terminazione del processo e vengono eliminate le copie shadow con lo scopo di non
permettere il ripristino dei files in modo semplice:

D& Strings - O *

B anst ~ [ utrs [ unicode M C Strings 5

Offset ' Size Type String
0002aded 0000001F A directory_entry:symlink_status
00022908 00000026 A directory_iterat irectory_iterator
00023930 000000Te A directory_iterator:operator++
00022950 00000006 A rename
00022958 00000015 A invalid stoi argument
0002a970 0000001 A stoi argument out of range
02a9d3 ooooooos U BiBi
0002aa18 00000031 A lla/ telug/ swodahs eteled nimdassv ¢/ exe.dmc
0002aa50 00000021 A eteled ypocwodahs cimw ¢/ exe.dmc
0002aa80 00000046 A seruliafllaerongi ycilopsutatstoob Jtluafed{ tes / tidedch ¢ / exe.dmc
0002aacd 00000034 A on delbaneyrevocer Jtluafed{ tes/ tidedch ¢f exe.dmc
0002ab00 00000008 A C\Users
0002ab40 00000019 A send attempt while closed
0002ab60 00000017 A invalid string position
0002ab78 0000000F A vector too long
0002ab38 00000011 A deque<T> too long
0002abal 0000003 U 0123456789ABCDEFGHIKLMMOPQORSTUVWXYZabcdefghijklmnopgrstuviwegz
0002ac98 [ unknown error
0002acch 0000000c A Rstrtmgr.dil
0002acd0 [ RmStartSession
0002aceld 00000013 A RmRegisterResources
0002acf8 00000009 A RmGetlist
0002ad08 00000002 A RmShutdown

Tramite un processo di text reversing abbiamo ottenuto i seguenti comandi eseguiti:
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Input

11a/ teIug/ swodahs eteled nimdassv ¢/ exe.dmc

eteled ypocwodahs cimw c/ exe.dmc

seruliafllaerongi ycilopsutatstoob }tluafed{ tes / tidedcb c / exe.dmc
on delbaneyrevocer }tluafed{ tes/ tidedcb c/ exe.dmc

mec 2087 = 4

Output

cmd.exe /c bededit /set {default} recoveryenabled no

cmd.exe / ¢ bcdedit / set {default} bootstatuspolicy ignoreallfailures
cmd.exe /c wmic shadowcopy delete

cmd.exe fc  vssadmin delete shadows /quIet /all

Le sezioni del malware non risultano possedere peculiarita di packing, pertanto i threat actors
non hanno provveduto a disporre un‘azione di bytes confusing ai fini di rendere piu difficoltosa
un‘eventuale analisi statica dell'artefatto. Tuttavia, come vedremo piu avanti, alcuni attributi
specifici di comandi eseguiti sono in stato di “text reversed” o in forma codificata.
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B8l Entropy - X

Count

00000000 10

py Status Name
000DODO000000400 257669 not packed

000D000D00DD400  DODOODDOOD20600 644472 not packed

0000000000020200  000O0D000000E500 490028 not packed

0000000000026000  000O000000001000 277488 not packed

000D00DD0DO30000  00DO0DDDDC002000 510368 not packed

0000000000032000  0OD0000000000200 1.98526 not packed

0000000000032200  DODOODDODODDO200 472030 not packed

0000000000032400  00000D0000000200 5.40787 not packed

Analisi dinamica e second malware assessment

All'interno della funzione sub_140005530 viene creato un nuovo processo avente come
parametri i comandi CMD di booting modification (in forma text reversed):

sub_148@8553@ proc near

bInheritHandles= dword ptr -148h
dwCreationFlags= dword ptr -138h
lpEnvironment= qword ptr -138h
lpCurrentDirectory= qword ptr -128h
lpstartupInfo= qword ptr -12@h
lpProcessInformation= gqword ptr -118h
var_118= gword ptr -11@h

var_18@= qword ptr -188h

var_F8= gqword ptr -@Fgh

StartupInfo= _STARTUPINFOA ptr -@Féh
ProcessInformation= _PROCESS_INFORMATION ptr -38h
CommandLine= byte ptr -68h

var_18= qword ptr -18h

arg_8= qword ptr 18h

mov [rsp-8+arg_8], rbx

push rbp

lea rbp, [rsp-6@h]

sub rsp, lagh

mov rax, cs:_ security_coockie
xor rax, rsp

mov [rbp+&@h+var_18], rax

xor ebx, ebx

mov [rsp+l6@h+var F8], @Fh
lea rdx, allaTeiugqSwodah ; “1la/ teIug/ swodahs  eteled nimdassv "
mov [rsp+16@h+var 1181, rbx

100.00% |{-595,78) [({744,415) (00004958 |000000014000555B: sub 140005530+2B |(Synchronized with Hex View-1)
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r
mov rax, csi_ security_cookie

xor rax, rsp

moy [rbp+&@h+var_1@], rax

xor ebx, ebx

moy [rsp+l6@h+var_F8], @Fh

lea rdx, alLlaTeiugSwodah ; "lla/ telug/ swodahs  eteled nimdassv
moy [rsp+l6@h+var_118], rbx

lea rex, [rsp+l6eh+var_11@] ; void *
maw [rsp+l6@h+var_188], rbx

lea réd, [rbx+31h] ; Size

call sub_l488085998

cmp [rsp+l6@h+var_F8], 1@h

lea rex, [rsp+l6eh+var_118]

maw rdx, [rsp+l6eh+var_1@a]

cmovnb  rex, [rspt+l6eh+var_118]

add rdx, rcx

lea rex, [rsp+lseh+var_116]

cmp [rsp+l68h+var_F8], 1@h

cmovnb  rex, [rsp+lééh+var_116]

call _ std_reverse_trivially swappable_1
cmp [rsp+l68h+var_F8], 1@h

lea rcx, [rsp+legh+var_118]

lea rdx, [rbp+6@h+Commandline]

cmovnb  rex, [rsp+leéh+var_118]

sub rdx, rocx

||l1 # [ IT 1

100.00% |(—55,353) [(732,400) 0000435 |000000014000555B: sub 140005530+2B | (Synchronized with Hex WView-1)

Evidenziamo i dettagli di impostazione dei threads e degli attributi di esecuzione del processo

stesso:

loc_14@8@855C1:

movzx  eax, byte ptr [rcx]

mov [rdx+rex], al

lea rox, [rox+l]

test al, al

jnz short loc_1488@55C1

——
A J

FEIE
Xorps xmme, xmme
mov [rsp+16@h+StartupInfo.cb], 68h ; 'h’
lea rax, [rbp+6@h+ProcessInformation]
¥or rod, rod 3 lpThreadAttributes
mov [rsp+l6@h+lpProcessInformation], rax ; lpProcessInformation
lea rdx, [rbp+6@h+CommandLine] ; lpCommandLine
lea rax, [rsp+le@h+StartupInfo]
xor r8d, réd ; lpProcessAttributes
mov [rsp+l6@h+lpStartupInfo], rax ; lpStartupInfo
xor ecx, ecx 3 lpApplicaticnName
mov [rsp+16@h+lpCurrentDirectory], rbx ; lpCurrentDirectory
mov [rsp+168h+lpEnvironment], rbx ; lpEnvironment
movups xmmword ptr [rbp+8@h+StartupInfo.dwFillAttribute], xmme@
mov [rsp+l6@h+dwCreationFlags], seeeeelh ; dwCreationFlags
mov [rsp+16@h+bInheritHandles], ebx ; bInheritHandles
movups xmmword ptr [rsp+lé8h+StartupInfo.lpReserved], xmm@
mov [rbp+e@h+StartupInfo.wsShowlindow], bx
movups xmmword ptr [rbp+e@h+StartupInfo.lpTitle], xmm@

100.00% [{-95,543) |(788,413) [0000435E |000000014000555B: sub_l140005530+2E |(Synchronized with Hex View-1)
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cmp rax, Lewan
jb short loc_l4G@@566A
A i
mov rex, [rex-8] ; Block
add rdx, 27h ;
sub rax, rcx
add rax, BFFFFFFFFFFFFFFFSh
cmp rax, 1Fh
ja loc 14BB859ED
i
(il e =
loc_l4B0@566A: loc_1488@59ED:
call j_j_free call _invalid pa _noinfo_nore
A J
loc_l4BRRSEEF: 3 Size
mov réd, 21h ; '!
mowv [rsp+i6@h+var_118], rbx
lea rdx, aEteledYpocwoda ; "eteled ypocwodahs c/ exe.dmc
mov [rsp+l6@h+var_188], rbx

100.00% |{-12,1471) |(€5€,410) |000049EB |000000014000555B: sub_140005520+2B | (Synchronized with Hex View-1)

[ (e
loc_14@@88566F: ; Size
mov réd, 21h ; !
mov [rsp+l6@h+var_118], rbx
lea rdx, aEteledYpocwoda ; "eteled y c/ exe.dmc
mov [rsp+l6@h+var_l@e], rbx
lea rcx, [rsp+le@htvar_118] ; void *
mov [rsp+l6@h+var_F8], @Fh
call sub_142806998
cmp [rsp+l6@h+var_F8], 1eh
lea rcx, [rsp+leghtvar_11@]
mov rdx, [rsp+l6@h+var_18@]
cmovnb  rex, [rsp+l6@h+var_118]
add rdx, rcx
lea rcx, [rsp+le@h+var_11@]
cmp [rsp+l6@h+var_F8], 1eh
cmovnb  rex, [rsp+l6@h+var_118]
call _ std_rev e_triv ly_s 1
cmp [rsp+l6@h+var_F8], 1eh
lea rcx, [rsp+leghtvar_11@]
lea rdx, [rbp+6@h+CommandlLine]
cmovnb  rex, [rsp+l6@h+var_118]
sub rdx, rcx

100.00% [{-13,178¢€) |(€52,415) |[0000495B |000000014000555B: sub_140005530+2B | (Synchronized with Hex View-1)

Infine, viene richiamata la funzione CreateProcessA per la creazione del processo in questione
per |I'esecuzione dei comandi su citati:
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TINEX

movups xmmword ptr [rbp+6@h+StartupInfo.lpTitle], xmme
movups xmmword ptr [rbp+é@h+StartupInfo.dwXSize], xmm@
movups xmmword ptr [rbp+6@h+StartupInfo.lpReserved2], xmm@
gah+StartupInfo.hStdOutput], xmmé

[call cs:CreateProce
mov rdx, [rsp+l6@h+var_F&]
cmp rdx, 1@h
jb short loc_14888573E
v
mov rcx, [rspt+l6gh+var_118]
inc rdx
mov rax, rcx
cmp rdx, 1@aah
jb short loc_148885739
v
mov rcx, [rex-8] ; Block
add rdx, 27h ; "'
sub rax, rcx
add rax, @FFFFFFFFFFFFFFF8h
cmp rax, 1Fh
ja loc_1480859F3

100.00% [{-13,2617) ({722,413) |0000455E (000000014000555E: sub 140005530+2E |(Synchronized with Hex View-1)

loc_l14888575E: ; Size

mowv r8d, 46h ; 'F'

maov [rsp+l6@h+var_11@], rbx
lea rdx, aSeruliafllaero ; "seruliafllaerongi ycilopsutatstoob }tlu™...
mowv [rsp+l68h+var_188], rbx
lea rox, [rsp+lé@h+var_11@] ; void *
moy [rsp+l6@h+var _F8], @Fh
call sub_148886998

cmp [rsp+l68h+var_F8], 16h

lea rex, [rsp+lééhtvar_116]
moy rdx, [rsp+lé@h+var_1@@]
cmovnb  rox, [rsp+le@h+var_11@]
add rdx, rcx

lea rex, [rsp+léBhtvar_118]
cmp [rsp+i6@h+var_F8], 1éh
cmovnb  rox, [rsp+l6@h+var_11@]
call _ = e tri

cmp [rsp+l6@8h+var_F8], 1@h

lea rex, [rsp+lééhtvar_116]
lea rdx, [rbp+6@h+CommandLline]
cmovnb  rox, [rsp+l6@h+var_11@]
sub rdx, rcx

nop

FEE L* ]

100.00% |{-5,3182) |(705,37€) [0000455B |[000000014000555B: suk 140005530+42B | (Synchronized with Hex View-1)
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XOrps  Xmm@, xmm@

mowv [rsp+16@h+5tartupInfo.ch], 68h ; "h'

lea rax, [rbp+6@h+ProcessInformation]

xor rod, rod ; lpThreadAttributes

mowv [rsp+168h+lpProcessInformation], rax ; lpProcessInformation
lea rdx, [rbp+6@h+CommandLine] ; lpCommandlLine

lea rax, [rsp+168h+StartupInfo]

xor r8d, rad ; lpProcessAttributes

mowv [rsp+168h+1pstartupInfo], rax ; lpStartupInfo

xor ecx, ecx ; lpApplicationName

mow [rsp+168h+lpCurrentDirectory], rbx ; lpCurrentDirectory
mov [rsp+168h+1lpEnvirenment], rbx ; lpEnvironment

movups xmmword ptr [rbp+6@h+StartupInfo.dwFillAttribute], xmme@
mov [rsp+l68h+dwCreationFlags], 8@@eeelh ; dwCreationFlags
mov [rsp+168h+bInheritHandles], ebx ; bInheritHandles
movups xmmword ptr [rsp+lé@h+StartupInfo.lpReserved], xmm@

mov [rbp+6@h+StartupInfo.wShowkindow], bx

movups xmmword ptr [rbp+6eh+StartupInfo.lpTitle], xmm@
movups xmmword ptr [rbp+6Bh+StartupInfo.dwXSize], xmm@
movups xmmword ptr [rbp+eeh+startupInfo.lpReserved2], xmm@
h+startupInfo.hstdOutput], xmm@

[call
rsp+168h+ F&]
cmp rdx, 1@h
jb short loc_14@@@58AE
v

100.00% [(-€,3738) |(€89,411) |0000455E |000000014000555B: sub 140005530+2B | (Synchronized with Hex View-1)

Yy

FEZE]

loc_14@@85BAE: ; Size

mov réd, 34h ; '4°'

mov [rsp+l6@h+var_118], rbx
lea rdx, aOnDelbaneyrevo ; "on delbaney
mov [rsp+l6@h+var_18@], rbx
lea rcx, [rsp+lé@h+var_118] ; void *
mov [rsp+1l6@h+var_F8], @Fh
call sub_l4@@886998

cmp [rsp+l6@h+var_F38], 1éh

lea rcx, [rsp+lé@h+var_118]
mov rdx, [rsp+l6@h+var_188]
cmovnb  rcx, [rsp+lé@h+var_118]
add rdx, rcx

lea rcx, [rsp+lé@h+var_118]
cmp [rsp+l6@h+var_F38], 1éh
cmovnb  rcx, [rsp+lé@h+var_118]
call __std_rev rivially s
cmp [rsp+l6@h+var_F38], 1éh

lea rcx, [rsp+lé@h+var_118]
lea rdx, [rbp+6@h+CommandLine]
cmovnb  rcx, [rsp+lé@h+var_118]
sub rdx, rcx

nop

100.00% |{17,4531) |(805,358) |D000455E |000000014000555B: sub 140005530+42B | (Synchronized with Hex View-1)

Ty =T

xorps Nmm@, Wmme

mov [rsp+l6@h+StartupInfo.cb], 68h ; 'h'

lea rax, [rbp+6@h+ProcessInformation]

xor rod, rod 3 lpThreadAttributes

mov [rsp+l6@h+lpProcessInformation], rax ; lpProcessInformation
lea rdx, [rbp+6@h+CommandLine] ; lpCommandLine

lea rax, [rspt+l6@h+StartupInfo]

xor réd, rad ; lpProcessAttributes

mov [rsp+l6@h+lpStartupInfo], rax ; lpStartupInfo

xor ecx, ecx ; lpApplicaticnName

mov [rsp+l6@h+lpCurrentDirectory], rbx ; lpCurrentDirectory
mov [rsp+l6@h+lpEnvironment], rbx ; lpEnvironment

movups xmmword ptr [rbp+6@h+StartupInfo.dwFillAttribute], xmm@
mov [rsp+l6@h+dwCreationFlags], seee@elh ; dwCreationFlags
mov [rsp+16@h+bInheritHandles], ebx ; bInheritHandles
movups xmmword ptr [rsp+l6@h+5StartupInfo.lpReserved], xmm@

mov [rbp+6@h+startupInfo.wShowlindow], bx

movups xmmword ptr [rbp+6@h+StartupInfo.lpTitle], xmm@

movups xmmword ptr [rbp+6@h+StartupInfo.dwXSize], xmm@

movups xmmword ptr [rbp+6@h+StartupInfo.lpReserved2], xmm@
s depie Lobongih+StartupInfo. hstdoutput], xmm@

call cs:CreateProces

mov rdx, [rsp+l68h+var_F3]

cmp rdx, 18h

jb short loc_148@859CA

A

100.00% |{1€,5151) |(734,403) (00004958 [000000014000555B: sub 140005530+2B |(Synchronized with Hex View-1)
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Vengono presi in considerazione i files e dati partendo dalla root folder C:\\Users

(] i 5

loc_14@8@85B75:

lea rax, aClsers 3 O\ \Users”

mow [rsp+ll@h+var_E@._Hnd], rax

mow qword ptr [rsp+ll@h+var_E@._Id], 3

call __std_fs_code_page

movaps xmm@, xmmword ptr [rsp+ll@h+var_E@. Hnd]

movdga xmmword ptr [rsp+ll@h+var_E@._Hnd], xmme@

lea r8, [rsp+ll8h+var_EB]

mow edx, eax

lea rcx, [rbp+57h+lpRoctPathName] ; Src

call sub_1466818E6

nop

mov edi, 7

mow rdx, [rbp+57h+lpWideCharstr+8]

cmp rdx, [rbp+537h+var_A@]

jz short loc_148885BEA

A 4 h J
mow [rdx], ri5
mow [rdx+1@h], ris loc_148B8@5BEA:
mow [rdx+18h], ri5 lea r8, [rbp+57h+lpRootPathName]
movups xmm@, xmmword ptr [rbp+57h+lpRootPathName]} |lea rcx, [rbp+57h+lpWideCharstr]
movups xmmword ptr [rdx], xmm@ call sub_1460871F0
movups xmml, [rbp+57h+var_88] mov rax, gword ptr [rbp+57h+var_88+8]

100.00% [{2337,7&4)

{802,310) |00004F22 |0000000140005B28

maint+l28 | (Synchronized with Hex View-1)

v vy
FEIE] FEE
add rdx,
mov rex, loc_l4am@@sC37:
sub rax, call cs:GetlogicalDrives
add rax, mow dword ptr [rbp+57h+var_78], eax
cmp rax, mowv ebx, 1ah
ja loc_14B0868AF
L ]
FEIE] FEE
loc_14@8@@6@AF: loc_l4@@@5C45:
call _invalid_parameter_nocinfo_noreturn cmp ebx, 2
jz loc_1420850B6
fall i =]
lea rax, [rbp+57h+var_78]
bt [rax], ebx
inb loc_14B0@5DEG
Y
I _z/==

100.00% ((2102,1947)

{800,2310) [00004F2
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Swascan

TINEX

Successivamente vengono enumerate e classificate le varie tipologie di dischi di sistema:

100.00%

(2058, 2418)

ica can, |uaATeLn]
mov gqword ptr [rbp+57h+var_88], ri3

mov byte ptr [rbp+57h+lpRoctPathName], al

mov byte ptr [rbp+57h+lpRootPathName+1], @

mov réd, 2

lea rdx, asc_l4e@2C1eC ; ":

lea rex, [rbp+57h+lpRootPathName] ; Src

call sub_14@886AF2

lea rex, [rbp+57h+lpRoctPathName]

cmp gword ptr [rbp+57h+var_88+8], 1eh

cmovnb  rcx, [rbp+57h+lpRootPathName] ; lpRootPathName
call cs:GetDriveTyped

lea ecx, [rax-2]

test ecx, BFF 1

jnz loc_14@20@5D7B

jz loc_148685D76

eax, 7

v

mov
(808,315) |00004F28 |0000000140005B28: main+tl28 |(Synchronized with Hex View-1)

rax, [rbp+57h+lpRootPathName]
gword ptr [rbp+57h+var_88+8], 1@h
rax, [rbp+57h+lpRootPathName]
[rsp+l1B8h+var E@. Hndl. rax

O002EEFE
sl

Vengono raccolti gli attributi e parametri per procedere con la fase di infection chain, quali il

.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:

aaappealden word_14882FCE@
Boepaeel400 word_14@882FCF4
BeERRER14RE2FCFE

oA

word_14882FD84

eogpeealin

word_14882FD14

BRBRRERRTARR

eogpeealinn

word_14882FD26

word_14@882FD3A

eogpeealin

5 word_14882FD438

word_14@882FD58

word_14@882FD6A

eogpeealinn

akernel32D11

eagpeaaldaa

word 14882FDBE
Q00000014002FCFE:

dw 271h : DATA X

db 'GetlogicalDrives',8
align 4

dw 238h ; DATA XR

db ‘GetDriveTypeA®,8

dw 26Ah ; DATA XR

db 'GetLastError',@
align 4

dw BE3h ; DATA XR

db 'CreateProcessA’',@
align 2

dw 59Eh ; DATA XR

db 'TerminateProcess',@
align 2

dw 412h ; DATA XR

db 'OpenProcess’,@

dw 3C8h 5 DATA 3
db 'LeadlLibraryA’,8

align 8

dw 2B8h ; DATA )
db 'GetProcAddress',@

align 2

dw 221h 3 DATA XR
db 'GetCurrentProcessId’,®

db 'KERNEL32.d1l1',@ 5 DATA XR
align 2

dw 839h 3 DATA

-rdata:000000014002FCFE | (Synchronized with Hex Wiew-1)

numero di threads, cores CPU, path ed elementi statistici di esecuzione:
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Swascan
A

TINE

Y T
) MEE
lea rdx, [rbp+57h+src] ; Src
_146665DC4: mov rex, rbx ; lpwideCharstr
L unknown_lib call sub_l48086898
rod, eax lea rdx, [rbp+57h+src]
rex, [rbp+57h+lpideCharstr+8] cmp qwoerd ptr [rbp+57h+var_Ce48], 1eh
rcx, [rbp+57h+lphideCharstr] cmovnb  rdx, gword ptr [rbp+57h+5rc]
rex, 5 les rcx, aPaths 3 "[+] Path: ¥s\n"
eax, eax call sub_l4cealeze
edx, edx mov rdx, qword ptr [rbp+57h+var_C@+8]
rex cmp rdx, 18h
eax, 1 jb short loc_1488@5BGF

s1 eax, ril3d
rl4d, [rax+rax*2]
réd, rlad
edx, rod
rcx, aCpuCoresDThrea ; "[+] CPU cores: ¥d, Threads: #d\.n"
L sub_l4@e21032
[rbp+57h+var_78], 1388h
rcx, [rbp+s7h+var_78]
L sub_14@887858
ecx, B ; Size

? 2 2[EYA X_KEZ tor new(unsigned _ i
rox, sub_ 148885538

[rax], rcx

gword ptr [rbp+57h+var_48], rax

rcx, [rbp+57h+var_5@+8]

100.00% [(12€0,4714) |(202,212) |00004F28 |0000000140005B228: main+l28 | (Synchronized with Hex View-1)

+] Stats: %ad | Fed

+] Path: %5

[+] CPU cores: Sod, Threads: Sad

Abbiamo evidenza della gestione delle sessioni di Restart Management con gli attributi di
CurrentProcessID:

MoOVUps [ FSpFLAFBRFvar_58], Xmmg
mowvups [rsp+lAFS8h+var_48], xmm@

call cs:Loadlibrar
mov rbx, rax
test rax, rax
jz loc_1468@9088
A J
[l et =]
lea rdx, ProcName ; "RmStartSession”
mov rcx, rax 3 hModule
call cs:GetProcAddress
mov rdi, rax
test rax, rax
jz loc_148009088
A
lea rdx, aRmregisterresc ; "RmRegi
mov rcx, rbx ; hModule
call cs:GetProcAddress
mov rsi, rax
test rax, rax
jz loc_1420090983
h J
| ] 1

100.00% |{-158,702) [(203,310) [0000231E |0000000140008F1E: sub 140008ERO+7E |(Synchronized with Hex View-1)
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v

rdx, aRmgetlist ; "RmGetlist"
rex, rbx 3 hModule
cs:GetProcAddress

rl4, rax

rax, rax

loc_l14@809885

A J
PIHE]
lea rdx, aRmshutdown ; "RmShutdown”
mov rex, rbx 3 hModule
call cs:GetProcAddress
mov rbp, rax
test rax, rax
jz loc_148609888

A J

PIHE]
lea rdx, aRmendsession ; "RmEndSession”
mov rex, rbx 3 hModule
call cs:GetProcAddress
mov rl5, rax
test rax, rax

100.00% |{-104,1085) ({732,410} [0000S31E |[0000000140008F1E: sub 140008EAO+7E |(Synchronized with Hex View-1)

imul rdi, rax, 249Lh

mov esi, [rsp+rdi+lAFSh+dwProcessId]
call cs:GetCurrentProcessId
cmp esi, eax
jz short loc_l4@e@9@72
A J
(il e 5=
cmp [rsp+rdi+1AF8h+var_18@C], 3Esh
jz short loc_l48089872
A J

xor edx, edx 3 bInheritHandle

mov réd, esi ; dwProcessId

lea ecx, [rdx+l] ; dwDesiredAccess

call cs:OpenProcess

test rax, rax

jz short loc_148689838

; UExitCode

mov rcx, rax 3 hProcess
call cs:TerminateProcess
test 2ax, eax

100.00% [{1282,2363) |(738,412) |0000831E [0000000140008F1E: sub 140008ER0O+7E |({Synchronized with Hex View-1)

Ai seguenti indirizzi della sezione .rdata individuabili da 0000000 14002FE48, sono evidenziabili
le funzioni di files looping getting, ad esempio, FindNextFileW, FindFirstFileExW e
GetFileInformationByHandleEx. Quest'ultima permette di ottenere dettagli di files specifici
all'interno di una fase iterativa:
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TINE

.rdata: 0000081460 db 'CreateFileW’,®@
.rdata: 80000001460 . word_14882FE3A dw 17Eh 3 DATA XREF
.rdata: 20000001460 db 'FindClose’,@
.rdata: 80000001460 word_14802FE46 dw 184h ; DATA XREF
.rdata: 00000001400 db 'FindFirstFileEx',®
.rdata:eeeeae0l4en align 2
.rdata:B200000146802FESA word_14882FESA dw 195h ; DATA XREF
.rdata:0eeereel4802FESC db ‘FindNextFileW',@
.rdata:BE0000014602F word_14882FE6A dw 24Ch ; :
.rdata: 20000001460 db 'GetFileAttributesExW",@
.rdata: 000001400 align 2
.rdata:eeeee001460 word_148@82FES2 dw 528h ; DATA XREF
.rdata:@0000001400 db 'SetEndOfFile’,@
.rdata: 80880801480 align 2
.rdata:eeeeaealien word_14882FE92 dw 52Dh ; XREF:
.rdata:P0000001400 db 'SetFileAttributesiW’,@
.rdata:@eeceeoliee align &
.rdata: 000001400 word_14882FEAS  dw 533h B
.rdata: 82600001400 db 'SetFilePointerEx',®
.rdata:eeeeae0l4en align 4
.rdata: 000001460 word_l4882FEBC  dw 23h
.rdata:eeeeaealien db 'AreFileApisANSI',@
.rdata: 80660001460 word_14B882FECE dw 3
.rdata:eeeceeplice db "MoveFileExW
.rdata: 000001400 word_14882FEDC  dw 252h ;3 D XREF:
.rdata:@eeceeoliee db 'GetFileInformationByHandleEx',®
.rdata: 90600001480 2FE align 4

0002E85C (000000014002FESC: . rdata:000000014002FESC |(Synchronized with Hex View-1)
‘ '

Di seguito ulteriori dettagli presenti all'interno della sezione .rdata inerenti alle funzioni di
performance counter querying, ottenimento del timestamp locale per environment execution

awareness (individuazione e classificazione dell’'ambiente d’'esecuzione).

0O002ES2L
'

[ ]
& o & &

Helelele Jelele bR dete)

[l I R R R R R R R I R e

oo

word_14882FF12

[
[
[
[

5 word_14882FF23

D
5
D
)

word_14882FF42

&

word_14882FFSE

word_14882FF72

word_14862FF8C

word_14882FFAB

word_148@82FFBE

6 word_14882FFD6

word_148682FFF4

word_14883808E

282
a2
Ba2
Ba2
282
@882
282
Ba2
a2
Ba2
Ba2
282
@382
282
Ba2
a2
Ba2
Ba2
283
a3
a3
883
2

R R R R R R R o R
DD H0 0000000000050 00
R R R R )
R R R R R

8
o
2
o
8
8
a
@
8
8
o
2
2
8
8
a
@
)
2
o
2
@
)
)

I
26 word_1408306826
28

R R R R R R R R R R R

001400
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db 'MultiByteToWideChar',®
dw 611h ; DA
db 'WideCharToMultiByte',@
dw 452h 3 Do
db 'QueryPerformanceCounter
dw 453h ; D
db 'QueryPerformanceFrequen
dw 378h 3 DA
db '"InitializeSRWLock',®@

4B8h i
'ReleaseSRWLockExclusi
dw @ E
'AcquireSRWLockExclusi
138h ;D
db 'EnterCriticalSection’,

align 2

dw 3C4h ; D
db 'LeaveCriticalSection',®
align 2
dw 36Ch ; D
'InitializeCriticalSectionEx
5B9h s )
db 'TryEnterCriticalSection’,

114h ; DATA
'DeleteCriticalSection’,
2F3h ; DATA XREF:
'GetSystemTimeAsFileTime ' ,@

.rdata:000000014002FF2L | (Synchronized with Hex View-1)




Swascan

TINE

.rdata:@00800814882FFD5 align 2
rdata: 000600614602 6 word_14882FFD6 dw 36Ch : XREF: .rdata:000000014082FAF3
rdata:@ee008014062 3 db 'InitializeCr 1*‘1calSecflcn .8
rdata:200000814802FFF4 word_148082FFF4 dw 5B9h \ XREF: .rdata:000000014082FE60
.rdata:999999914892FFF6 db 'Tr‘yEnter‘Cr‘ltlcalSectlon ,B |
.rdata:ee 14 word_148@38@8E dw 114h DATA XREF: 40B2FBGE
rdata:ee db 'DeleteCr 1+1calSecP10n .8
rdata:@e word_14@8@38826 dw 2F3h XREF
rdata:@e 7 ldb "GetSystemTimeAs 1leT1we ,Bl
rdata: &8 word_1468368408 dw 281h ; DATA XREF:
.rdata:ee db 'GetModuleHandleW',@
rdata: 00 align 4
rdata:@e word_14@8@38854 dw 405h ; DATA XREF:
rdata:@e db 'RtlCaptureContext’,@
rdata: 88 word_148838868 dw 4DCh ; XREF
.rdata:@e db 'RtlLoockupFunctionEnt
rdata:ee align 2
rdata:@e word_146830882 dw 4E3h ; DATA XREF:
rdata:ee db 'RtlvirtualUnwind',@
rdata: 88 align 2
.rdata:@e word_14@@38@96 dw 5Ceh ; DATA
rdata:ee db 'UnhandledExceptionFilter’,@
rdata:@e align 2
rdata:@e word_14@8838862 dw 57Fh ; DATA XREF
rdata: 88 db 'SetUnhandledE xcep*’lcn J.l*'e’ »8
.rdata:@e word_14@@30e08 dw 228h ; XREF
.rdata:@e db 'GetCurrentProcess",®

0002ESFE 00 01400 : .rdata:000000014002FFF¢E |(Synchronized with Hex View-1)

al .

Qui ulteriori riferimenti alle funzioni IsDebuggerPresent ed EncodePointer:

.rdata: 0020014003 db 'UnhandledExceptionFilter”,®

.rdata:eeseeealiea3 align 2

.rdata: 200000014863 word_1486038882 dw S7Fh

.rdata:eesesealinas db 'SetUnhandledE xcepflcn 1lPE'

.rdata:eeeeepaliae3 word_1486308D8 dw 228h z J

.rdata:apease614003 db 'GetCurrentProcess',@

.rdata:eeeee0a14003 word_14@8308E4 dw 38Ch : . XREF

.rdata: 8000880814803 db 'IsProcessorFeaturePresent',@

.rdata:eeeeeeal4083 word_148638188 dw 36Fh ; DATA XREF: .rdata:@eeeeesl4e0:
.rdata: 0020014003 db "InitializeSListHead',®@

.rdata:eepespalinas word_148030116 dw 385h ; DATA XREF: .rdata:eeeepesliee:
.rdata:eeseeealiea3 db 'IsDebuggerPresent’,@

.rdata:eeseeealiea3 Y oword_14883812A dw 2DAhK ; DATA XREF: .rdata:eecepeslica:
.rdata:eeseenalins db 'GetStartupInfouw’,e

.rdata:eeeenea1400 word_14883013C dw 4E2h ; DATA XREF: .rdata:@ee00801400:
.rdata:eppaeea14003 db '"RtlUnwindEx',@

.rdata:peea00814083 . word_14883014A dw 4DEh ; DATA XREF: .rdata:@0800001400:
.rdata: 8000880814803 db "RtlPcToFileHeader',®

.rdata:eeeeeeal4083 word_148683815E  dw 468h ; DATA XREF: .rdata:@eeeeesl4e0:
.rdata: 0020014003 db 'RaiseException’,@

.rdata:eepespalinas align 1€h

.rdata:eeseeealiea3 word_148030178 dw 541h ; rdata:@eeEeRR1460:
.rdata: 628088014803 db 'setLastError’,®

.rdata:eesespalinas align 2@h

.rdata:peeaseal4ee3 word_148630188 dw 134h ; DATA XREF: .rdata:@ee00801400:
.rdata:eppaeea14003 db 'EncodePointer’',®

.rdata:apea8e614003 word 148838198 dw 36Bh ; DATA XREF: .rdata:eesspseldos:

O00ZEADD |0000000140020000: _rdata:word 140030000 |(Synchronized with Hex View-1)
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Swascan
A

TINEXTA

L'eseguibile é stato compilato il 21 Ottobre 2023:

property value

md3 E26BBAOZ0AFTAEFO6BERGO3TATI1DI2C

shal 24F6785CAZES2D1D1D61F4CBO1DSET53F30445CF

sha256 4041 7ES37CD244R2F 5281 30CAEBFADEFF5351 FDBA01EADT2FEECDDAGTATATETT
first-bytes-hex 4D 54 9000 03 00 00 00 04 00 00 00 FF FF 00 00 B& 00 00 00 00 DO 00 00 40 00 0O 00 00 00 00 00 OO
first-bytes-text M i e e B e

file-size 207872 (bytes)

entropy 6.193

imphash 733%438F1FA3FBACATEISBTSD7395E40

signature

entry-point 4383 EC28EB9F 0600004883 CA428E9 72 FEFFFF CC CC 4883 EC 284D 8B 41384338 CA 49 8B
file-version

description

file-type executable

cpu 64-bit

subsystem censole

compiler-stamp 6 17:24:41 2023)

debugger-stamp 6 17:24:41 2023)

resources-stamp

import-stamp

exports-stamp

version-stamp

certificate-stamp

Gli indicatori di maggior interesse inerenti al sample fanno riferimento perlopiu a
caratteristiche di files management, environment ed hardware information discovery, services
management ed execution ed external function calling:

indicator (37) detail level
The file references string(s) type: blacklist, count: 36 1
The count of libraries is suspicious count: 1 1
The file imports symbol(s) type: blacklist, count: 21 1
The file contains a blacklist section section: _RDATA 1
The time-stamp of the compiler is suspicious year: 2023 2
The time-starmp of a directory is suspicious directory. debug, stamp: Sat Oct 21 17:24:41 2023 2
The file checksum is invalid checksum: (00000000 3
The file references a group of AP type: synchrenization, count: 38 3
The file references a group of AP type: execution, count: 62 3
The file references a group of AP type: file, count: 38 3
The file references a group of API type: reckoning, count: 14 3
The file references a group of API type: services, count: 13 3
The file references a group of API type: storage, count: 4 3
The file references a group of API type: diagnostic, count: 10 3
The file references a group of API type: dynamic-library, count: 16 3
The file references a group of API type: memory, count: 16 3
The file references a group of API type: exception, count: 8 3
The file references a group of AP type: conscle, count: 12 3
The file references a group of hint type: file, count: 8 3
The file references a group of hint type: format-string, count: 3 3
The file references a group of hint type: utility, count: 1 3
The file references a group of hint type: rtti, count: 22 3
The file references a group of hint type: function, count: 1 3
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property value
compiler-stamp
size-of-optional-header

signature

machine

sections

pointer-symbol-table
number-of-symbols

processor-32bit

system-irmage

executable

dynamic-link-library

debug-stripped
line-stripped-from-file
local-symbols-stripped-from-file
relocation-stripped
large-address-aware

Uniprocessor
bytes-of-machine-words-reversed-Low
bytes-of-machine-words-reversed-Hi
media-run-from-swap
network-run-from-swap

Qui si elencano ulteriori attributi in merito al Portable Executable, inclusa la file signature:

detail

Sat Oct 21 17:24:41 2023
240 bytes

PEDD

Amd64
7

true

true

Nelle sezioni dell'artefatto si evincono i valori legati ai coefficienti d’entropia e I'entrypoint
(ovvero l'indirizzo iniziale d'esecuzione) della sezione .text (istruzioni CPU) all'indirizzo
0x0000AB10:
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property

name

md3

entropy

file-ratio (9%.31%)
raw-address
raw-size (206848 bytes)
virtual-address
virtual-size (211262 bytes)
entry-point
characteristics
writable
executable
shareable
discardable
initialized-data
uninitialized-data
unreadable
self-modifying
virtualized

file

value

pdata
E369B76CTE1BFBAFFT5A595..,

value

et
470B6FG13CTHTFBTIFFEIFEA. .,

6.445

63.79 %

Os00000400

000020600 (132608 bytes)
Oec0000000040001 000
OxD002040C (132108 bytes)
0x0000ABE10

OneG0000020

X

value

_RDATA

910D0A3SCA00ABCCDTD3S. .,

value

rdata

FC9155951 DO9ES1 FAABBIAE. .,
4.900

28.33 %

Ox00020400

(D0D0EGDD (58880 bytes)
0x0000000040022000
(reD0DOE4SE (58446 bytes)

(x40000040

value

JEMC

2D5EB1EVIE9BTVF53C38CT25..,

value

.data
FAD23548DD21FE1F2911F50..,
2775

197 %

OneD002FO00

000001000 (4096 bytes)
OeD000000040031000
0x00002700 (10192 bytes)

D COD000A0

®

value

reloc
CC5B904DECADTA980130772..,

5,104

3.94 %

Os00030000

Oxc00002000 (8192 bytes)
Oxc0000000040034000
OscD0OOTERD (7776 bytes)

Dec40000040

1.982

0.25 %

000032000
000000200 (512 bytes)
(x0000000040036000
0x000000F4 (244 bytes)

(40000040

4718

0.25 %

0x00032200
0x00000200 (512 bytes)
0x0000000040037000
0x000001EQ (480 bytes)

040000040

5407

0.99 %

0x00032400

0x00000800 (2048 bytes)
0x0000000040038000
0x000007TEQ (2016 bytes)

042000040

Sono presenti diverse funzioni classificabili come meritevoli di attenzione: CreateProcessA,
OpenProcess, SwitchToThread, GetCurrentThreadld, GetNativeSysteminfo, FindFirstFileExW,
FindNextFileW, MoveFileExW e SetFileAttributesW.
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functions (%9)

CreateProcessh
TerminateProcess
OpenProcess
GetCurrentProcessid
SwitchToThread
GetCurrentThreadld
GetMativeSysterninfo
FindFirstFileEx\W
FindMestFileW
SetFileAttributesi
MoveFileExW
GetFilelnformationByHandleEx

QueryPerformanceFrequency

Btll ookupFunctionEntry
RtlPcToFileHeader

RaiseException
FreelibraryAndExitThread

GetModuleHandleExW
WriteFile

GetEnvironmentStringsW

SetEnvirenmentVariableW

blacklist (21)

oM oM X oM oM oH oM oM X X X X X X xX X ®X ¥ ® X

type (1) ordinal (0) library (1)

Qui alcune stringhe di information ed attributes gathering, nonché |'estensione appesa ai files

+] State: %d | ¥d

+] Path: %s

[+]1 CPU cores: %d, Threads: %6d
d|.H

Rstrtmgr.dil

KERMEL32.dlI

kernel32.dIl

mscoree.dll

dll

This program cannot be run in D05 mode,

oBYwo

oRich
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Swascan
T 2]

TINEXT

0123456788ABCDEFGHUELMMNOPORSTUNVWXY Zabedefghijklmnopgrstuwawenz

i
= I3

_|
=]
L

Il debugger timestamp risulta essere datato anch’esso il 21 Ottobre 2023:

property value

mds 7ADOB3ES2BDCD524CC523484FDATITT2

shal 107DEG369E5B8D11496BATTED2 1 CBCAADIIOBFAD

sha256 302217B570ACT0ASBD2D752790478D731FFO2BD211514B77ADEDSFB2CTEF644D
size 968 (bytes)

format PGO

0x65346BC3 (Sat Oct 21 17:24:41 2023)

path

Si notino le seguenti evidenze legate alla fase di PE assessment e delle sezioni incluse, tra cui
anche le VirtualSizes (le dimensioni delle sezioni nel momento in cui vengono mappate in

memoria):
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Swasc

TINEXT QUP

fﬁ Stud_PE editing : "40417e337cd244b2f9281 50caebfaleff335... — >
File Edit Tools Help

chuzershieuzersdeskiophnew folderth4041 72837 cd2 440219281 S0zackialeff5551 fdba01 ealy 2i6e

¥ Headers ]'!- Doz ] o Sections ] i Functions ] Rz Fesources ] ¥ Signature ] HFa|»

HEADERS (Coff+0Optional) DATA DIRECTORY
00004610 e ____See an

_ Import Table || 0002F9594 | 00000028 | O002E334
00009F10  EntryPoint (raw)
[0000000140000000 ImageBase Export Table|| 00000000 | 00000000 | 00000000
00033000 Size of Image DataDir: |IMAGE_DIR_ENTRY_RESOURCE )

00001000 Sections Alignment
GoHex|| ++ || 00037000 | DDOOOTED | 00032200
10000200 File Alignment

0007  Mumber of sections
0022  Characteristics] Basic HEADERS tree view in hexeditar| | SAVE to file |
Yizit Stud PE Forum | Test'it | Rva<=>Faw| File Compare | | OK |
i Stud_PE editing : "40417e937cd244b2f928150caeffaleff555.. — >

File Edit Tools Help

o husershieuserdeskiopinew folders 4041 ¥ e937 cd244b 219281 B0c aebfaleffSh51 fdb4 01 eal ¥ 2f6e

% Headers ] ® Doz B Sections ] . Functions ] Rz Fesources ] ¥ Signature ] CI | 3

Mo | M arne | VirtualSize | VirtualOffzet | RawSize | R awl ffset | Characteri... |
ER00 | test 00020400 0a007 000 DO0Z0e00 Dooa0400 EO000020
102 | rdata DO00E 44E Do0Z2000 DO00E EOO 00020400 40000040
103 | data 00002700 00037000 00007 000 DO0ZF 000 CO000040
__104 | pdata 0000 EED 00034000 0o00z000 DO030000 40000040
_ 105 _RDATA 000000F4 DO03E000 0o000200 00032000 40000040
106 | rsic 0ooooED 00037000 0o000200 DO032200 40000040
107 | reloc 000007ED 0o032000 Do00oeao0 00032400 42000040

Wigit Stud PE Farurn | Test'it | Rva<=>Faw| File Compare| | OK_|

Si evidenziano riferimenti relativi all'importazione di diverse funzioni principali di drives
enumeration, performance counter information gathering e puntamento di files:
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ﬁ Stud_PE editing : "40417e937cd244b 2028150 caebfaleff355...

- *
File Edit Tools Help

o Susershieusersdesktopinew folders4041 76837 cd244b2f 3281 S0casfialeS551 fdbd 01 eal7 2f6e

® Headers | ® Doz | o Sections ™ Fumctions | B Resources | @ Signature | HFa I »
“Imparted Functionz

Exported Functions -

HuemPerformanceCounter ard: 17106

£

¥ Showlmp © OrginalFirstThunk & FirstThunk
Wizt Stud PE Forum <- Mews Here

Show Exp v
| Test'it | Rva<=>Faw| File Compare | | OK |

ﬁ Stud_PE editing : "40417e937cd244b 20281 50caebfaleff355...

- >
File Edit Tools Help

o husershieusersdesktopinew folder\4041 7837 cd244b2f9281 S0caebfa0efS551 fdbd 01 eal7 2f6e

® Headers | ® Doz | O Sections ™ Functions | B+ Fesources | @ Signature | HFa I »
“Imparted Functions

Exported Functions

SetFileFPointerEx ord:

£

¥ Showlmp  OriginalFirstThurk ¢ FirstThunk

Show Exp v
Wigit Stud PE Forum < [ews Here

| Test'it ||Hva<=>F|aw || File Eu:umpare| | ] |
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Swascan

TINE

fﬁ Stud_PE editing : "40417e%37cd244b2f9281 50caebfaleff335... — *
File Edit Toocls Help

chuzershieuserideskiophnew folders4041 72937 cd244b 29281 S0zashfaleffS551 fdb401 eal 7 2i6e

% Headers ] ® Doz ] o Sections ™ Functions | Re Resources ] ¥ Signature ] CRSE N

Imported Functions Exported Functions
~ Modules:1 Functions: 33 | % Found Mo Exports |
=& KERMEL3Z dI
+8 More

e GetlogicalDrives 1 I
#]-f0) GetDriveT vped, ord:568 rvaziat: 00022008
) GetlastError ord:618 reaiat: 00022010

i) CreateProcessa ond: 227 reaZiat: 00022018
~fx) TerminateProcess ord:1438 rvaiat: 00022
-1 OpenProcess ord 1042 reaZiat 00022028

10 LoadLibramd, ard: 968 readiat; 00022030
< >

v Shawlmp " OnginalFirstThunk. © FirstThunk Show Exp v
Wisit Stud PE Forum | Test'it | Rva<=sRaw | File Compare| | 0K |

All'interno della sezione .text e riscontrabile I'utilizzo dell’'operatore OR in merito all'attributo
QWORD PTR [RIP + 0x263A7]. L'operazione di OR logica viene effettuata con I'elemento
esadecimale OxFFFFFFFFFFFFFFFF, il quale rappresenta un errore di read access violation.

@ PE-bear v0.5.5.3 [C:\Users\[EUser\Desktop\New foldert40417e937cd244b 2f328150 caebfaleff5531fdb401 eal72fbecd dabTar47e17.exe] - x
File Settings View Compare Info
v [E 404172937cd244b2928150cae... Xl 15 N
DOS Header &
& 00s stub 012 3 45 6 7 8 % ABCDETF] 012345678 9ABCDE
- NT Headers SFOF 50 48 83 EC 28 E8 SF 06 00 00 48 83 C4 28 ES 72 H.ile....E B
Signature IF1F FE FF FF CC CC 48 83 EC 25 4D 8B 41 36 48 8B CA
File Header IF2F 45 2B DL E8 0D 00 00 00 B8 01 00 00 00 48 83 C4
Optional Header 9F3F 28 €3 CC CC CC 40 53 45 8B 18 48 2B DA 41 33 23 | [
Section Headers 9F4F F8 4C 8B C9 41 F& 00 04 4C 8B D1 74 13 41 2B 20 |
v Sections IESF 08 4D €3 50 04 F7 D8 4C 03 D1 48 €3 C8 4C 23 D1 | [N
v B tet IFEF 45 €3 C2 4R BB 14 10 48 8B 43 10 2B 48 08 48 B
= EP = OF10 9ETF 43 08 F6 44 01 03 OF 74 0B OF B6 44 01 03 83 E0
o rdata D . . . .
& data isasm: text  General DOSHdr  RichHdr  FileHdr  Optional Hdr ~ Section Hdrs Imports

4 pdata Hex Disasm
5 _RDATA RSP + 41, EB
o rsrc
£ reloc

1937cd 244b2f928150ca effaleff5551fdbA07 eal72fbac ddatTa7d7el .axe
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All'interno dell’'ultima pagina del PE vi sono 90 bytes:

=

[== T = I Sy

M I

o —aom
=

Pl

Offset  Mame

Magic number

Bytes on last page of file

Pages in file

Relocations

Size of header in paragraphs
Minimurn extra paragraphs needed
Maxirmum extra paragraphs needed
Initial (relative) 55 value

Initial 5P value

Checksum

Initial IP value

Initial (relative) C5 value

File address of relocation table
Overlay number

Reserved words[4]

QEM identifier (for OEM information)
OEM information; OEM identifier specific
Reserved words[10]

File address of new exe header

Yalue
5840

0,00000,0000

i
Lrl Lrl

L'Import Address Table (elemento che contiene gli indirizzi delle librerie DLL esterne importate)
possiede una dimensione che si attesta a 320:

Offzet

160
168
170
178
180

184

N
=]
[==]

100

1F0
1F8

Mame Value
2000
Size of Stack Rezerve 100000
Size of Stack Commit 1000
Size of Heap Reserve 100000
Size of Heap Commit 1000

Loader Flags 0

Mumber of RVAs and Sizes 10
Data Directory Address
Export Directory ]
Impaort Directory 2F984
Resource Directory 37000
Exception Directory 34000
Security Directory 0
Base Relocation Table 38000
Debug Directorny 20340
Architecture Specific Data ]

RVA of GlobalPtr ]

TLS Directory 2C500
Load Configuration Directory 2C380
Bound Import Directory in headers 0
Import Address Table 22000
Delay Load Import Descriptors ]
MET header ]

Yalue

TerminalServer aware

Size
28
1ED
1EGD

TEQ

38

28

138

320
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Qui le dimensioni delle sezioni:

01 2 3 45 6 7 8 5% ABCDETFI (O0123456785ABCDE A
9F10 43 33 EC 28 E3 9F 0€ 00 00 48 33 C4 28 E3 72 FE | 4
9F20 FF FF CC CC 45 23 EC 28 4D 2B 41 35 42 8B C2 45 | [
9F30 5B D1 ES OD 00 00 00 BS 01 00 00 00 48 33 C4 28
9F40 ©3 CC CC CC 40 53 45 5B 18 43 5B D2 41 83 E3 F2
9E50 4C 3B C9 41 F& 00 04 4C 5B DL 74 13 41 2B 40 08
9FE0 4D €3 50 04 F7 DB 4C 03 Dl 48 €3 CB 4C 23 D1 45
9E70 €3 C3 42 2B 14 10 48 SB 43 10 2B 48 08 48 5B 43
9F80 02 FE 44 01 02 OF 74 OB OF BE 44 01 02 22 E0 Fo
Disasm: .text General DOS Hdr Rich Hdr File Hdr Optional Hdr Section Hdrs Imports Rbsi
ot 15
Mame Raw Addr. Rawsize Virtual Addr. Virtual Size Characteristics  Ptrto Reloc.  Num. of Reloc.  Num. of Liner
Jtext 400 20600 1000 2040C 60000020 0 0 0
.rdata 20400 EGO0 22000 E4E 40000040 0 0 0
.data 2F000 1000 31000 2700 CO000040 0 0 0
Jpdata 30000 2000 34000 1E60 40000040 0 0 0
_RDATA 32000 200 36000 F4 40000040 0 ] 0
JISTC 32200 200 37000 1E0 40000040 0 0 0
sreloc 32400 200 38000 TED 42000040 0 ] 0
< >
Raw & X Virtual g X
A -1000---
[text] Ttext]
9F10 AB10
22000
20A00 =
[.rdata] SR
31000
%% [ data]
%1 P
-+
Offset Mame Func, Count Bound? CriginalFirstThun TimeDateStamp  Forwarder
2E394 KERNEL32.dII 99 FALSE 2F9C0 0 0
<
KERNEL3Z.dIl [ 9% entries |
Call via Name Ordinal Original Thunk  Thunk Forwarder Hint
22000 GetLogicalDrives - 2FCED 2FCED - 27
22008 GetDriveTypeh - 2FCF4 2FCF4 - 238
22010 GetlastError - 2FD04 2FD0d - 264
22018 CreateProcessA - 2FD14 2FD14 - E3
22020 TerminateProcess - 2FD26 2FD26 - 39E
22028 OpenProcess - 2FD3A 2FD3A - 12
22030 LoadLibraryA - 2FD48 2FD48 - 3c8
22038 GetProcAddress - 2FD58 2FD58 - 2B8
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[l timestamp di debugging risale al 22 Ottobre 2023:

Offset MNarme Value Meaning

28040 Characteristics 0

2aD44 TimeDateStamp  65346BCY Sunday, 22.10.2023 00:24:41 UTC
2A043 Majoriersion ]

2ADAA MinorYersion 0

2a04C Type D POGO

2AD50 SizeQfData 3C8

2a054 AddressOfRaw... 2CFF4

2AD58 PointerToRawD... 2B9F4

Offzet Marme Value

L'eseguibile e stato compilato in DIlCharacteristics 8160 (relativo all'applicazione di ASLR e
high entropy del PE ai fini della protezione da exploits rendendo di fatto randomici gli indirizzi
delle funzioni richiamate e porzioni di memoria fondamentali utilizzate dal processo stesso).

w' CFF Explorer VIl - [40417e837cd244b2f928150caebfa0eff53531fdb401eal72f6ecddabTaTaTel 7 exe]
File Settings 7

H 40417e937cd244b2f928150caetfa
28
Property Value
B [ File: 40417e937cd244b27928151
i : 7e937,
caetfalef555Tdb401eal 72 6e File Mame Ch\Users\|EUser\Desktop'\New folder\40417e937cd244b2f 528150 caetf...
ddat7a747e17 exe File Type Portable Executable 64
. j Eﬁ_l::;:: File Info Microsoft Visual C++ 2.0 (DLL)
=] File Header File Size 203.00 KB (207872 bytes)
(5 Optional Header PE Size 203.00 KB (207872 bytes)
(= Data Directories [«]
— =) Section Headers [«] Created Tuesday 14 Movernber 2023, 03.19.28
— Dimport Directory Modified Tuesday 14 November 2023, 03.19.29
— |2) Resource Directory
— IC2) Exception Directory Accessed Monday 27 Movember 2023, 02.51.29
— (2 Relocation Directory MDS E26BBAO304F 14EFOSBEBE0376791D32C
— |2 Debug Directory
— C3)TLS Directory SHA-1 24F6785CA2ER2D1D1D61FACBO1DSETI3FE0445CF
— '*‘j_-,Mdm Converter
| .L‘j‘.’ f ¥ Walker Property Value
— %, Hex Editor
— '*‘j_-,lderii'[ier Empty Mo additional info available
— '*‘j_-, Import Adder
— “, Quick Disassembler
— i, Rebuilder
— '*‘j_-,Hmlce Editor
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40417293 7cd244b2f928130caetia

Member Offzet Size Yalue Meaning
SizeOflnitializedData 00000120 Dword 00013A00
SizeOfUninitializedData 00000724 Dwaord DOODDDO0

AddressOfEntryPoint 00000128 Dword DOODABTD text
BaseOfCode 0000012C Dword 00001000

ImageBase 00000130 Chword 0000000140000000
SectionAlignment 00000138 Dwaord 0000000

FileAlignment 0000013C Dword 00000200
MajorQOperatingSystemVers,., | 00000740 Word D006
MinorOperatingSysternVers...| 00000142 Word D000

MajorlmageVersion 00000144 Word D000

MinarlmageVersion 00000146 Word D000

MajaorSubsysternVersion 00000148 Word DODE

MinorSubsystemVersion 00000144 Word D000

Win32VersionValue 0000014C Dword 00000000

SizeOflmage 00000150 Dword 00039000

SizeOfHeaders 00000154 Dword 00000400

CheckSum 00000158 Dword 00000000

Subsystem 000001 5C Word 0003 Windows Console
DlliCharacteristics 0000015E Word 8160 Click here
SizeOfStackReserve 00000160 Chword 0000000000100000
SizeOfStackCommit 00000168 Cword 0000000000001000
SizeOfHeapReserve 00000170 Cword 0000000000100000
SizeOfHeapCommit 00000178 Chword 0000000000001000

LoaderFlags 00000130 Dwaord DOODDDO0
MumberOfRvalndSizes 00000184 Dword 00000010
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Diverse funzioni di files management ed importazione di librerie esterne sono contenute

all'interno del dump esadecimale (WriteFile, LoadLibraryExW e GetFileType) del Portable

Executable:
40417293 7cd244b2f928150caetfa
1 @ =5 e P, E

Qffset h=cii

0002EARD Context U0 Rt1Loo
Q00ZEATD kupFunctionEntry
0002EARD LBDRtlVirtualln
0002EA9D wind. A0 Unhandle
O00ZEAAD dEzmceptionFilter
0002EAED .. 10 SetUnhandled
0002EACD ExzceptionFilter.
0002EADD GetCurrentProc
0002EAED ess. 10 IsProcesso
O00ZEAFQ rFeaturePresent .
0002EEQD cl InitializeSlis
QO00ZEELD tHead . 10 IsDebugg
0002EEB20 erPresent .1 GetS
QO00ZER30 tartupInfoll 40 Et
O002ZEE40 1UnwindE=x.E0Rt1F
O002EES0 cToFileHeader  ho
Q00ZEERD RaizeException. .
O002EE70 Al SetlastError. .
O002EE&0 40 EncodePointer .
0002EE90 ki InitializeCrit
Q00ZEBAD icalSectionindSp
0002EEED inCount . "0 TlsAll
0002EBCO oc. . 0 TlsGetValu
0002EEDO =. *0 TlsSetValus.
O002EEED 10 TlsFree. ‘1 Fres
O00ZEEFD Library.FEd LoadLi
QoozECOOD brarvyE=zW. .yl Read
0002ECLO File..d.CreateTh
aoo2EC20 read.  hl ExitThre
Q00ZEC30 ad. . pdFreselibrar
Q002EC40 vandExitThread . .
0002ECED 1 GetModuleHandl
0002ECAD eExW. B0 GetCPInf
0002EC70 0.0 GetStdHandle
0002ECED Rl riteFile |1

aoo2EC90 GetHoduleFileNam
QO00ZECAD el gl ExitProces
0002ECED =. Pl GetCommandLi
ao02ECCO ned 30 GetConmnand
0002ECDO LineW.0 GetConso
0002ECED leMods . . vh ReadCo
0002ECFD n=olelW. ¥ GetFil
Qo0ZEDOD eType. (0 Heapdllo

Qui la risorsa del manifest file, ove si evincono i privilegi d'esecuzione e permessi di sicurezza:

404172937cd244b2f328150caetfa

—.,:l Configuration Files
[ 1-[lang:1033]
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<?uml version="1.0" encoding ="UTF-&' standalone="yes'7 >
<assembly xmins="urn:schemas-microsoft-com:asm.v 1 manifestVersion="1.0"=
<trustInfo xmins="urn:schemas-microsoft-com:asm.v3™>
<security =
<requestedPrivileges =
<requestedExecutionLevel level="asInvoker' uidccess="falze’ />
< frequestedPrivileges =
< fmecurity >
< frustInfo>
< fassembly =




All'interno della funzione fun_14000f4a4 si nota il richiamo di QueryPerformanceCounter al

fine di monitorare l'utilizzo del Performance Counter ed individuare un‘eventuale esecuzione
all'interno di un ambiente virtualizzato:

__asm__{"movups [rdx], xmm0"); "
fun_14000bd 34 &rdx- =8, &rcx-=f8, r8, rab);

return rox;

int64_t fun_14000f4a4() |
wvoid” rspl;
uint6d_trax2;
uinted_tv3;
uint6d_trax4;
uint64_tv5;

rspl = reinterpret_cast-void” - (reinterpret_cast=int64_t>(_ zero_stack_offset)) - 40);
rax2 = reinterpret_cast<uint64_t=(QueryPerformanceFrequency reinterpret_cast<int64_t=(rspl) + 43));
if [ “reinterpret_cast<int32_t*>(%rax2) || (rax2 = reinterpret_cast=uint64_t-QueryPerformanceCounter reinterpret_cast<int64_t=- 1
rax4 = OxfAeee;
g140032c00 = OxfAFFFFFFFFT,
T else |
0140032c00 = v3;
rax4 = v3;

g140032c08 = rax4;
_ return(;

_\mid fun_140003bbc() |
void fun_1400041d4() |

struct s276 |
int64_t fi;

signed char[z] pads;
) void ™~ f8;

struct 5276~ fun_1400066e0 struct s2767 rcx, struct 52777 rdx, void ™ r8, unsigned charrab) |
__asm__("xorps xmmQ, xmmQ");
rox-=f0 = 0x140022610;
__asm__{"movups [rdx], xmm0");
fun_14000bd 34 &rdx- =8, &rcx-=f8, r8, rab);
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Debugging

Effettuando una sessione di debugging possiamo riscontrare |'estensione .BiBi appesa ai files
resi inaccessibili e stringhe di logging delle esecuzioni multithreading e dei comandi di
Windows boot setting:

48183FY UL o
[rcx+05] i NtQueryInTormationThread+19
48:8 4 43 rd ptr- [rsp+48] LdrpInitializeProces
48:8D5C24 38 t[rsp+3 LdrInit Enginebynamic+37EG
48183FA 08
48:0F435C24 38 [gword ptr ss:[rs LdrInitshimEngineDynamic+37EG
48: 8D0C4B rcx ht-luenlr‘for’nat onThread+14
41:BE8 0ADODDOO0 '
4818015 64730200 ds [UEIUEUFFG‘BEMEFDS] L".Bigi"
E8 AT730000
66:893478
481804424 38 L
v 1F
48:C74424 20 0500000
4C:8DOD 44730200 ds: [00007FFE2304BFDS]:L".BiBi"
BA 05000000
48:8D4C24 38 rcx: NtQueryInformationThread+14, [ss:[ 1:LdrInitshimEngineDynamic+37EG
ES FD2C0000
OF 1000
OF118424 48010000
0F1048 10
OF118C24 58010000
48:8970 10 rsi:"LdrpInitializeProcess
48:C740 18 07000000
66:8930
41:83CE 40
44:897424 30
4C:8D8C24 98000000
4C:8D8424 48010000
48:8D8C24 DS0O000O0O rcx: NtQueryInformationThread+14
ES C1390000 w0
A1:NEBAEE 07
rdx=0
gword ptr ds: [00007 =[00007FFE2304BFDS L".B1681"]=4200690042002E
. Text:D0007FF623024CED 404172937 cd244b27928150cae6Ta0eff5551Fdb401ea07 2Feecddacrar 47
0000000000000000
Woump1  goump2  @WDumpz @ oump4  EWDumps B8 watch1  [-llocas 0000003BEZ0FFOS0 )
0000000000000000
:gg;fzzszanmms g:xnn 42 00[63 00 42 00[63 00 00 00[00 00 00 00 e QOCODDABEZOREDSD)
! 2 < < d-B. 0000000000000000
FE62304BFES|72 00 2B 74fr. wa1t 00000D00ELECE 000
FEas04nrrs|Sa 2 &7 ooping a 0000003BE1ECEO00
2 + o
F62304C018| 6C 6C 61 64| 112/ teIuq/ swod 3333055335353’333 FEEID B8 GEETaLE0T
el = ggf EET:SE"H 00007FFASED3D110| ntd11.RTINtdTIName+1
Peoanticns) las b et =HET 00007FFASED3D110| ntd11.RTINtd] IName+1
° : ASasac 00007FFASED3D110| ntd11.RTINtdTIName+1
FE2304C058| 70 63| poc;.od;hf cimw © 0000002BE20FFOFC
00007FF62304C068 | 2F oo] / exe.dmc..
NNNN7FEFRZINACHTR T N0 on o0 o Nnl72 AR 72 FRIARC A9 A1 RRToToToooT P TAT qqngg§§ngqqq9:‘ W
o
WWoump 1 @puwmpz  @oumps  @Woumps  Woumps @ watch1  br<lLocals i |_|L 0000003BE Z0FFO50 ]
0000000000000000
(ol 252 hex — ASCIT " 0000003BE20FFOS0
F62304C068 | 2F 20 65 78[65 2E 64 6063 00 00 00[00 00 00 OO,/ exE.dmc....... 0£000000000000000
F62304C078| 00 00 00 00(00 00 00 00|73 65 72 75(6C 69 61 66(........5eruliaf 00000000E LECCO00
F62304C088| 6C 6C 61 65|72 6F GE 67 69 6C 6F 70|1laerongi ycilop DO RETE ERDOD
F62304C098 |73 75 74 61|74 73 74 &F 74 6C 75 61|sutatstoob }tlua DODOTEFASECESASE| return to ntdll.LdrT
F62304COAB| 66 65 64 78|20 74 65 73 63 64 65 64 Fsd{ tes / smed SRR e oat .
F62304COBB| 63 62 20 63|20 2F 20 65 6D 63 00 00|cb € / exe.dmc.. = G
F62304C0C8 | 6F 6E 20 64|65 6C 62 61 65 76 GF 63|on delbaneyrevoc gggg;i;’:gggggﬁg ggg”ﬁﬂkgg”:ﬂ:t
F62304C0ODB| 65 72 20 7D|74 6C 75 61 20 74 65 73|er }tluafed{ tes ODO0TFFASED D110 Ntd1T.RTINTATTNGME+1
F62304COEB|2F 20 74 69|64 65 64 63 20 65 78 65|/ tidedch c/ exe D0O00D3EEZOFFOFC .
F62304COFB| 2E 64 6D 63|00 00 00 0O 73 65 72 73|. \Users ~ DD N S RO s o
F&?AN4CINRI 0N 00 00 00134 5C_ 00 0n S0 &1 74 KAl path| V| DUTURUERESUREUoR || TR
> >
5 [A Ty 0000000000000000
Wourp1  @Ypump2  @pump3  Whoump4  WHoumps 8 watch1  ellocals ) [4[M 0000002BE20FF050 2
0000000000000000
g e ST ; - 0000003BE20FFO50
00007FF62304C0OES | 2F 20 74 69[64 65 64 63[62 20 63 2F |20 / tidedch ¢/ exe £000000000000000
00D07FF62304COF8 | 2E 64 6D 63|00 00 00 00(43 3A 5C 55(73 00000000E 1ECCO00
00007FF62304C108 |00 00 00 00|3A 5C 00 00(5B 2B 5D 20(50 00000D3BE LECEOOD
0DD07FFE2304C118 | 3A 20 25 73|0A 00 00 00|58 2B 5D 2043 FO00D7EFABECESASS| raturn to nrdll.LdrT
6F 72 65(73 3A 20 25(64 2C 20 54(68 7 0000000G00000000
e : 7o Eo g G G U7 (T 3= Gh||ET D0007FFASED2D110| ntd11.RtINTdTIName+1
O0007FF62304C148 |65 6D 70 74|20 77 68 69|6C 65 20 63|6C ODOOYFFASEDSD110| NTd11 . RTINTATINAmEST
00007FF62304C158 | 64 00 00 00|00 00 00 00|69 G6E 76 61 |6C 20(d.......invalid D0D0TFFASEDZD110| ntd11.Rt1NTdTINamerL
73 74 72 69|6E 67 20 7O(6F 73 69 74(69 00| string position. DDDD'DDBBEMFFDFC "
63 74|6F 72 20 74|6F 6F 20 &C|6F 00| vector too long. © 00000D2E00000004 o
NODNTEERZIN4CIAR | A4 G5 71 75 RS 3r 54 3F |70 74 AF GF |20 AC AF AF| denue<Ts too don| ¥ | JU0UDDSEEZOFFOZS || 0000003IE00000004
3 0000000000000000
&% Dump 1 @ Dump 2  E4% Dump 3 8% Dump 4 @YY Dump 5 & watch 1 [*=] Locals & 000DD03BE20FFOS0 ()
0000000000000000
udirees L = = Lm0 0000003BE20FFOS0
00007FFE62304C298 2 72 GF[72 00 00 0O0[unknown error... 0000000000000000
00007 FF62304C2A8 02 23F6 7F 00 00| hi.#d 7 0OODODOOE1ECCO00
00007 FF62304C 288 74 72|74 6D 67 72 . Rstremgr DOD0DD3BELECEDDD
00007FFE2304C2C8 53 74|61 72 74 53 . .RmStarts 00007 FFASECESASE| Faturn to ntdll.LdrT
0D007FFE2304C2D8 52 65|67 69 73 74|ession..RmRegist 0000000000000000
00007 FF62304C2E8 73 00(00 00 00 00| erRESOUrCES..... = g c
00007 FF62304C2F8 00 00|00 00 00 00| RMGETLIST....... DDDD;EE:?ES;SHS ﬂgg”&ﬂ:gg”:g:ﬁ
00007 FF62304C308 00 00|00 00 DO 00| Rmshutdown. 5 00007EFASED2D110| ntd11.REINtd11Name+1
00007 FFE2304C318 6F 6E |00 00 00 00| RMENdSEssion.. .. 0D000D3BE20FFOFC .
00007FFE62304C328 00 00(00 00 00 00|..°hm..C... DD0O0DZED0000004 ™
N00N7EER?3N4C 33A 00 nnlea AR 3a /8| Fkae| M T oTEo T | e T

Qui un esempio di istruzione lea che copia il valore esadecimale dell’attributo contenente il

comando di eliminazione delle copie shadow all'interno del registro rdx:
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404172937cd244b2T928150caesTanef 555 1 dbagy —_——————— —————-

lea rdx,gword ptr ds [?FF62304<:015]—| ds: [D0D07FF62304C018]:"11a/ telug/ swodahs eteled nimdassv  c/ exe.clmc"r
mov gword ptr “:[r; ; [Qwo™d PTr SS: LT SPToUl]: LOTPINMTETATTZEPTOCEsS

lea rcx,gword p g

mov gword ptr ss:[rsp
lea rad,gword ptr ds:[rbx

call 404173937(d244b2f92315D(aesfaoeffss51deuoleao72FGetddaﬁ?a?ﬁel? 7FF623026930
cmp qword ptr ss:|frsp+es),10

lea rcx,gword ptr ss:[rspfs 0] ; rox:NtQueryInformationThread+14, [ss:
mov rdx,gword ptr ss:[frsp+6o]

cmovae rcx,qword ptr ss:firsp+s0fl ; rcx:NtQueryInformationThread+14, [gqword ptr ss:[rsp+50]]:"LdrpInitializeProcess
add rdx,rex ;3 rox: I\t JueryInformationThread+14

lea rcx,gword ptr ;s:[rsp—s-]] ; rox:NtQueryInformationThread+14, [ss:
cmp gword ptr ss:|ffrsp 1]

cmovae rcx,qword ptr ss:[r’ O : recx:NtQueryInformationThread+1l4, rd ptr
call 4041?e93?|:d244b2f92515Dcaesfaoeffss51fdb401ea0?2f6ecdda6?a?4?e1? ?FF623029E34
cmp qword ptr ss:|frsp+es),10

lea rcx,qword ptr ss:[rsp—s-]] 3 rox:iNtQueryInformationThread+14,
lea rdx,gword ptr ss:[Erbpll

cmovae rcx,qword ptr ss:|irsp+Sofl ; rox:NtQueryInformationThread+14,
sub rdx,rcx ; roxiNtQueryInformationThread+14

rox: NtqueryInformationThread+14, [ss:[rsp+50]]

"LdrpInitializeProcess™

Sp+50

"LdrpInitializeProcess™

lizeProcess"

rsp+50]]

:"LdrpInitializeProcess

LdrpInitializeProcess

ss:[rsp+50]]:"LdrpInitializeProcess

i

40417e937cd244b2f 92815 0cae6Tanef 5551 Tdbanleanr2T6ecdda6r a7 47 el7 . 00007 FF6230255C1

movZx eax,byte ptr dsi[rcx] ; byte ptr ds:[rex]iNtQueryInformationThread+1l4

mov byte ptr ds: cx] .a ; byte ptr ds:[rdx+rc _.ht]uenIr‘fDmat onThread+14

Tea r(x‘qwnrd ptr [I [rcx+1] ; rox:NtQueryInformationThread+14, ds:[rcx+01]:NtQueryInformationThread+15
test

a
jne 40417293 7cd244b2f928150cae6Taneff5551Fdb40lean?2feecddagrar47el7. FFF6230255C1

iy
:'word ptr ds:[ds: [00007FF62304C018] ]=[00007FF62304C013 "11a/ teIuq/ swodahs eteled nimdassv ¢/ exe.dmc™]=496574202F616CEC

. TeXT:00007FFE23025558 40417e937cd244b2f928150cae6Taneff55517db401eany 2feecddacrar47elr, exe: §5556 #4958

5 TaTs | 0000000000000000
%% Dump 1 WyDump2 B4 Dump 3 Woump4  Wpumps @ watch 1 [*=] Locals p ‘_l:‘ i 0000002BE20FFOS0 |
s z e
J0007FF623025556 | 48 8D 15 BE|GA 02 00 48|89 5C 24 5048 8D 4C 24 | H..fj..H. \SPH.LS 0000000000000000
JO007FF62302556B |50 458 89 5C |24 60 44 8D |43 31 ES 16|14 00 00 48|PH.\% D.Cl&, = o H 00000000ELECCOO0
J0007FF623025578 | 83 7C 24 68|10 48 8D 4C|24 50 48 8B|54 24 60 48|.|$h.H.LSPH.TSH 0000003 BE 1EC BO00
JODO7FFG2302558E | OF 43 4C 24|50 48 03 D1[48 8D 4C 24|50 48 83 7C|.CLIPH.RH.L$PH. | el e @ s
JOD07FFE2302559B( 24 68 10 48 |0F 43 4C 24|50 ES8 8B 48|00 00 48 83 Fh H.CL$P&.H..H. DDDDIDUDUUUUUUUUD .
D0007FF6230255AB | 7C 24 68 10|48 8D 4C 24|50 48 8D 55|00 48 OF 43| |$h.H.LEPH.U.H.C D0007FFASED30110| ntd11.RTINTATIName+1
JODO7FFG230255B8E [4C 24 50 48|2E DL OF B6[0L 88 04 04 48 8D 49 01 JH.I. O0DO7EFASED3D110| ntd11.RTINTATINAME+L
J0007FF6230255CB| 84 CO 75 F2|0OF 57 CO C7 (44 24 70 63|00 00 00 48|.Aud. hACDﬁIJh. «H DDDU;FFAEEDEDilU ntd'l]-Rt'Ihtd'I]ha'neﬂ
J0007FF6230255DB | 8D 45 EOQ 45|33 C9 48 89|44 24 48 48 (8D 55 00 48|.EAE3EH.DSHH.U.H DDDDIDDBBEZDFFDFC )
J0007FFE230255EE | 8D 44 24 70|45 33 CO 48|89 44 24 40|33 C9 48 89| .DIPE3AH.DIE3EH. ~ ETET TR T T !

HUALS €T3/ LULHAUL] FESLOULATDI AURT | 53541 UUHULEQU/ £1 DELULGDS &7 41 €L + UUUUS FFDEIUE BOF
mov r8d,21 ; et

mov gword ptr ss:|[ rsp+sofl,rbx — R -

lea rdx,qword ptr d FF62304CDSD ](I [0D0O7FF 04C050) : "eteled ypocwodahs cimw ¢/ exe.dmc I

mov gqword ptr ss:[rsp 3

lea rcx,qword ptr sS o ; rcx:NtQueryInformationThread+l4, [ss:[rsp+50]]:"LdrpInitializeProcess”

mov qword ptr [r*p 8, F

call 4041?e93?cd244b2f92515Dcaesfaoeﬂ‘s551fdb4012a072fGecddaG?a?4?e1? 7FFE23026930

cmp gword ptr ss:ffrsp+es), 10

lea rcx,qword ptr off ; rcx:NtQueryInformationThread+l4, [ss:[rsp+50]]:"LdrpInitializeProcess”

mov rdx,qword ptr ss:|[[rsp+so])

cmovae rcx,gword ptr ss:firsp+soffl ; rox:nNtQueryInformationThread+14, [gword ptr ss:[rsp+50]]:"LdrpInitializeProcess
add rdx,rcx ; rox: I\tlluerv:[rfumat onThread+14

lea recx,qword ptr ss: ; rox:NtQueryInformationThread+14, [ss:[rsp+50]]:"LdrpInitializeProcess"

cmp gqword ptr ss:[rsp+cs], 10

cmovae rcx,qword ptr ss:[rsp—a.J] 3 rox:NtQueryInformationThread+14, [qword ptr ss:[rsp+50]]:"LdrpInitializeProcess
€all 40417e937cd244b2f928150cae6fa0effs551Fdba0leaoy2f6ecddagrar47el7. 7FF623029E34

cmp gqword ptr ss:[ rsp+63], 10

lea rcx,qword ptr s rsp+50ll : rox:NtQueryInformationThread+l4, [ss:[rsp+50]1]:"LdrpInitializeProcess

lea rdx,qword ptr ss:|rbpl

cmovae rcx,gword ptr )4:[rr SOl ; rox:NtQueryInformationThread+14, [gword ptr ss:[rsp+50]]:"LdrpInitializeProcess
sub rdx,rcx ; rox: r\t-JLler_vIr"for'uat'or‘T}"reacHJ.-‘

40417e937cd2 44|Jsf'3so15UCaE"faUeffSSSlfleUlEaU?

«D00D07FFE230256E0

movzx eax,byte ptr ds:[rcx] byte ptl r ds: [rex]:NEG e[-IrfUr'lat onThread+14
mov byte ptr ds: [rdx+ rcx_.a byte pti Ir rdx+rex+1]; NtQueryInformationThr ead+14
lea rcx,gword ptr ds:[rox+l] § rox: r\t-JLler‘Ir‘foMat onThread+14, ds:[rcx+01]:NTtQueryInformationThread+1s

test al,a
jne 4041? 937 cd244b2f928150cae6faneff5551Fdb401ean7zfeecdda67ar47el7. FFF6230256E0

rdx=i
gword ptr ds:[ds:[00007FF62304C018))=[00007FF62304C018 "11a/ teluq/ swodahs eteled nimdassv ¢/ exe.dmc 49657 4202F616C6C

. text:00007FF623025558 40417e937cd244b2f928150cae6faneffs551fdb40lean72feecddacrav47el7. exe: $5556 #495E

I 0000000000000000
WeDoump1l  @ypump2  @Woump3  @Woump4  BHDumps B8 watchl  [x=lLocals 00DOD03BEZOFFO50 1
B S 000000SBE20FFOS0
ODDD7FFE23025558 50|48 8D 4C Z4|H..7j..H. \$FH LS 0000000000000000
FF623025568 16|14 00 00 48|PH.\} D.Cle....H

000000D0E 1ECCO00

0000003BE 1ECBOOO

00007FFABECESA96|return to ntdll.LdrI

0000000000000000

00007FFASED3D110( ntd11.RtINtdTIName+1
E ntd]l1.RtINtd]IName+1

00007FFASED3D110( ntd1T.RTINTdTIName+1

0000003BEZ0FFOFC

0000003B00000004

FF623025578
FFE22025588
FF623025598
FFE6230255AB
FFE220255BB
FFE230255CB
FF6230255D8
FF6230255EE

8B|54 24 60 48(.|Sh.H.LSPH.TSH
24|50 48 83 7C|.CLIPH.NH,L$PH. |
48|00 DO 48 83| $h.H.CL$PE.H.
55|00 48 OF 43| |Sh.H.LSPH.U.H.C
0A[48 8D 49 01 LSPH+ ,1|....H s
68(00 DO 00 48 sph...H
48(8D 55 00 48 .EaEEEH -DSHH. U. H
40(33 €9 48 89|.DSPE3AH.DIE3EH.
leon ten coenes
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cdzaab2fozs1s0casstaneffsssifdbanieany zfeacddasrar47e17 . 00007 FF6230257SE
mov rad,46 ; 46:'F"
mov qword ptr ss:[rsp
Tea rdx,qword ptr _ds
mov qword ptr ss:[rsp
1ea r’cx‘qwnrd ptr ss

ov gword ptr ss:[[rsp+6all,F

Ea11 40417&937(d244b2f92315D(BEGFEDEFFSSSlfdb‘IDlEaD?ZfBE(ddBG?E?‘I?El? 7FF62302693%0
cmp qword ptr ss:[rsp
Tea rcx,qword per ss:firsp
mov rdx,qword ptr ss tlrsp
cmovae rox,qword ptr ss:[rsprsol ; rex:n QueryInformationThreadils, [word ptr ss:
add rax,rex ; rex:NTQueryTRformationThr eadsl
lea rex,gword ptr_ss:Ersptsoll ; rox: ht-]uer_vIr‘fumat'ur“ﬂ‘readfl-ﬁ
emp qword ptr ss:[rsp
cmovae rcx,qwo ss:[irsp+50f] ; rox:NtQueryInformationThread+14,
call 40417&937cd244b2f92815DcaeSFaDeFFSSS1fdb40126072fsecddas?a?nﬂel
emp qword ptr ss:[rsptes],
lea rcx,qword ptr ss-[rsp—s:z] ; rox:NtQueryInformationThread+14,
lea rdx,qword ptr ss:[rbpl
cmovae rcx,qword ptr ss: [m p+50l ; rox:NtQueryInformationThread+14, [gword ptr
sub rdx,rcx ; rox:NtQueryInformationThread+14
nop

TSTLTSpIOI LarpINTEIETIZEPTOCESS
(m(m FF62304C080]: "seruliafllaerongi ycilopsutatstoob }tluafed{ tes / tidedch c / exe.dmc

rcx: NtqueryInformationThread+14, [Ss:[rsp+50

"LdrpInitializeProcess

rex:NtQueryInformationThread+14, [ss:[rsp+s

"LdrpInitializeProcess

[rsp+50]]:"LdrpInitializeProcess

[rsp+50,

LdrpInitializeProcess

ord ptr ss:[rsp+50]]: "LdrpInitializeProcess
.7TFF623029E34

[rsp+50,

LdrpInitializeProcess

LdrpInitializeProcess

|
L1]

150cae6fa0ef F5551Fdb401a07 2F6ecdda6 a7 47 €17 . 00007 FFGZ:D 5800

te ptr ds:[rcx]:NtQueryInformationThread+

yte ptr ds: [rdx+rex=i] NtqueryTnformari nr‘r}“reathu
rex:NtQueryInformationThread+14, ds:[rcx+01]:NtQueryInformationThread+1s

40417e937cd244b2F32
movzx eax,byte ptr
mov byte ptr ds:[rdx+rcx
Tea rox,guord ptr ds:[rec
test alla

[ds

rdx=0
gword ptr ds [00007FF62304C018] ]=[00007FF62304C018 “11a/ teluq/ swodahs  eteled nimdassv ¢/ exe.dmc"]=496574202F616C6C

. text:00007FF623025558 40417e937Cd244b27928150cae6Ta0eff5551Fdbd0lean?2f6ecddas: 7el7.exe: 5558 #4958

Woumpt  @houmpz  WMoumps  Whoump4  @hDumps @ wathi  Ixllocls

Address ASCII

48|89 5C 24 50[48 8D 4C 24 |H..7J..H.\$PH. LS
1

0000000000000000
0000003BEZ0FFOS0
0000000000000000
0000003BEZ0FFOS0
0000000000000000
00000D0DEIECCO00
0000002BELECEO00
ODOD FFAEECESAQS return to ntdll.LdrI
000000000
unun’FFAsEDBDun ntd11.RtINTd] IName+1
07FFASED3D110| ntdl1.RtINtd]I1Name+1
00007 FFABED3D110| ntd11.REINTATIName+1
000D003BE20FFOFC
0000003B00000004 ’

-\
4C|24 50 48 BB|54 24 GO 48.|Sh.H.LSPH.TS' H
D1(48 8D 4C 24|50 48 83 7C|.CL$PH.RH,L$PH. |
24|50 E8 88 48|00 00 48 83| 3h.H.CLIPe.H.
24|50 48 8 55|00 48 OF 43| [$h.H.LSPH.U.A.C
B6(01 88 04 0DA|48 8D 49 01 LBF’HH\ H

WI.
Au cosph...u
89|44 24 48 48|8D 55 00 48 .EEEEEH-D?HH.U.H

48(89 44 24 40|33 C9 43 89| .DSPE3AH.DSE3EH. o

feecddac7ar47e17. 00007 FFE23025 BAE

40417937 cd244b2f928150cae6Tanef f5551f dba01ea07
34

d

mov qword ptr =
lea rdx,qword
mov qword ptr
1ea rcx‘m\wd

ov gqword ptr ss:[rsp+6sl,F
Ea11 10417 6557 cd244b2 Fo2 815 0c a6 T a0RF FES 51 dbADL ean7 2T Gecddas7ar 47 €17 . TFE623026950
cmp gword ptr ss:[Qrsp+6sl,
lea rcx,qword ptr ss@
mov rdx,qword ptr .
cmovae rox,quord ptr ss:
add rdx,rcx ; rox:Ntoue
Tea rcx,qword ptr s
cmp qword ptr ss:[frsp
cmovae rcx,gword ptr ss:[irsp+5oll ; rex:NtQueryInformationThread+l4, [gword ptr ss: [rsp+50]
€all 40417e937cd244b2T525150cactra0el 15551Tdb40lea072f Gecddac7ar 47 €17 . 7FF623029E34
cmp qword ptr ss:|[rsp+6s],10
lea rcx,guord ptr ss:[[rsp+50f] ; rox:NtQueryInformationThread+14, [ss:[rsp+50]]):"LdrpInitializeProcess

o e
c8] i ds: [0D007FF6230! on delbaneyrevocer }tluafed{ tes/ tidedch ¢/ exe.dmc

: rox:NtQueryInformationThread+14, [ss:[rsp+50]]:"LdrpInitializeProcess

3 rox:iNtQueryInformationThread+14, [ss:[rsp+50]]:"LdrpInitializeProcess

s I ox: ht!uervIr‘furwﬂt onThread+14, [gword ptr ss:[rsp+50]]
Jrfurmc onThread+
rsp+50| 5 rex:nee !uérJr‘fﬂr«at'nr“r?‘reathl{‘ [ss:[rsp+50]]:"LdrpInitializeProcess”

LdrpInitializeProcess

jalizeProcess

lea rdx,quord ptr ss:[rbpll
cmovae rcx,qword ptr ss:rsp+sol] ; rex:NtqueryInformationThread+14, [qword ptr ss:[rsp+50]1: "LdrpInitializeprocess
sub rdx,rcx ; Fox:NtC ]llél’.II"fDl"lﬁt onThread+14

nop

|

L1]
40417e937cd2 44\1‘FEIZoLED:aEfFaDEFFESSLFGIHDLEaD"FfeCddaf a747e17 . 000D7FF6230
movzx eax,byre ptr ds :NtQueryInformationThread+14

25920

mov byte ptr ds:[rdx: rcx t (\: [rxeronra] : NtQueryInformationThread+14
lea rcx, qwurd ptr ds: [rek+ 1 § FOXINTC Juervlrfur'nat onThread+14, ds: [rcx+01] :NtQueryInformationThread+1s
test al

rdx=0

aword ptr d [00007FFE2204C018)1=[00007FFE2304C018 "11a/ telug/ swodahs  eteled nimdassv c/ exe.dmc"]=496574202F616C6C

. text:0D007FF623025556 40417e937cd244b2T9258150cae6Ta0el f5551Fdb4nlean72f6ecddas?

47el7.exe:S5558 #4958

a0

‘0000000000000000
Woump1  @loumpz  Wyoump3  @ypumpd  @Dumps @ watch1  [x=lLocals 000000IBEZOFFO50

0000000000000000
i 222 Hex < = ASCIZ ~ 0000003BE20FFO50
J0007FF623025558 |48 8D 15 B6|GA 02 0D 48|89 5C 24 50|48 8D 4C 24| H..T73. rCeirrr
J0007EF623025568 (50 48 89 5C|24 60 44 ED[43 31 E8 16[14 00 00 48| PH.\3 D.C S rioeiraE S ction
J0007FF623025578| 83 7C 24 G5(10 48 8D 4C|24 50 43 8B|54 24 60 43| .|$h.H.LSPH. 75 H 00 RETEGEDT
DOON/EES2 30255 B8 83 7C| .CLSFH. fH, LSFH. | 00007FFABECESA96| return to ntdll.LdrI
JO007FF&230255 98 48 83| $h.H.CLSPE.H.. 0000000000000000
J0007FF6230255A8 OF 43| |$h.H.LSPH. U H. c
BIALCe Tgses g 35 01 LSPih. 1. FFASED3D110| ntdll.RTINTA] IName+L

00007FFABED3D110| ntd11.RTINTAT IName+1
00007FFABED3D110| ntdT1.RTINTd] IName+1
0000003BE20FFOFC

0000003B00000004 \

200
200
200
wonz

F6220255CE
F6220255DB
F6230255EB
FFA7N755FR

00 48| .Aub. Achph
00 48| .EaE3E HH. U H
48 89| DSPE3AN.DSEIEH.
7a 7alisan V0l F cnki

Le classificazioni OSINT dell'artefatto sottoposto a disamina fanno riferimento alla firma
“Trojan/Win.BiBiWiper.C5541532"
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/N Matches rule P

/N Matches rule P

N\ Matches rule PRC

(D 57 security vendors and 2 sandboxes flagged this file as malicious

72 4041 150caesf: 1 a7et
bibi.exe
Q peexe  6dbits  checks-cpu-name

Community Score

DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY 16+

Join the VT Community and enjoy additional community insights and crowdsourced detections, plus an API key to automate checks.

Popular threat label (D) trojan.stealer/bibi Threat categories trojan  rensomware

Security vendors' analysis ()

AhnLab-V3 (@ Trojan/Win BiBiWiper.C5541532
AlYac (@ Trojan.AgentWiper

Arcabit (@ Trojan.Generic.D42E85A7
AG @ Wwin32:8ibi-8 [Wpr]
BitDefender (D Trojan.GenerickD.70157735

Crowdsourced IDS rules @

L-ICMP P

ws at Snort registered user ruleset
L misc-activity

Matches rule PROTOCOL-ICMP Unusual PING detected at Snort registered user ruleset
Y successful-recon-fimited

L-ICMP PING at Snort registered user ruleset

L misc-activity

o Reply at Snort registered user ruleset
Y misc-activity

Ecco un esempio di malicious detonation
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Alibaba

Antiy-AVL

Avast

Avira (no cloud)

Bkav Pro

che prende in considerazione i files e li rende in

(> Reanalyze = Similar ~  More ~
ast Analysis D: o
Size Last Analysis Date 2 &)
203.00 KB amoment ago EXE

Family labels stealer  bibi  wiper
Do you want to automate checks?
(D TrojanPSW:Win32/Stealer174fcob9
(@ Trojan/Winea Filecoder
(@ Win32:8ibi-8 [Wpr]
(D TrIFileCoderrqgeg

(D Wed.AlDetectMalware

Qui le identificazioni di alcune regole IDS che fanno riferimento ad operazioni ICMP e Ping:

accessibili aggiungendo anche I'estensione finale .bibi ed un attributo numerico di riferimento.




Activity Summary

F:\lxesvwuzZh.bibil

— % F\dashBorder_192.bmp
FAnudnrybhid.bibit

— % F\delete.avi
F\kkesj8mktm.bibi1

— % FMoolbar.bmp

Flbjn%ahsxk.bibil

Files Dropped
C:\Users\Default User\Application Data\Microsoft\Windows\SendTo\CVticrMb7U.BiBi3 (copy)
C:\Users\Default User\Application Data\MicrosoftiWindows\SendTo\mijiérELaVg.BiBi3 (copy)
Ci\Users\Default User\ItfVcM7KEH.BiBi2 (copy)

C:\Users\Default User\Local Settings\MicrosoftiWindows\Shell\[BRbPMfTmV.BiBi4 (copy)

+

+

+

+

+ C:\Users\Default User\M9k5iX5yCh.BiBi2 (copy)
4+ CiUsers\Default User\Send TolUMGBLwzpGG.BiBid (copy)
+ C:Users\Default User\guKHsGalzb.BiBi2 (copy)

-+ C:\Users\Default User\lbl7Y4cu5z.BiBi2 (copy)

+ Ci\Users\Default User\ws2Werllgv.BiBi2 (copy)

+

Ci\Users\Default\5f915EmUbN.BIBI1

Nello screenshot sottostante la gestione degli attributi di sistema contestualmente
all'ottenimento dei files da sottoporre a sovrascrittura rilevati dall'esecuzione di un ciclo while:
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Vengono

ﬁ cPu

L+ Log 1 Notes ® Breakpoints

E “reinterpret_cast<int32_t arbx417) = remterpret cast<int32_|
remterpret cast=

break;

addr_140005afd_492:
rbx4i7 = v428;
1di429 = v410:

while [rbx417 | = rdi425) |
fun_140006b30(rbx417, reinterpret_cast<uint64_t={rbp336) + Ox a7, r6_403);
rdx43D = reinterpret_cast=void*>(reinterpret_cast-
if (0]
rdx43tl = w424,

rcx404 = reinterpret_cast=void ™" > ["[+] Path: %sin™);
fun_ 14DDDID3D [+] Paih ‘}‘us'l,n rdx43D rB 403 0, "[+] Path: %sin",
C [ C . Cd = UinroS L

rdx430, r8_403, 0);
———

if (1)
rdx425 = reinterpret_cast=wvoid”
roxdld = v424;
rax431 = roxedds;
if (1)

goto addr_140005b6a_498;
rdx425 = reinterpret_cast=void
rcx404 = “reinterpret_cast<void

rexA04 + OxFFRFFFFFFFFFFAG);

goto addr_1400060c7_500;
addr_140005b6a_498:
fun_14000587c(rcx404, rdx425, roxd04, rdx425);
rsp413 = reinterpret_cast<void - reinterpret_cast<uint64_t-(rsp413) -5 +3);

rbx417 = rbx417 + 32;

if (reinterpret_cast<unsigned char:=rax431) - reinterpret_cé st<unsigned char=(ro04)

nt64_t=(rbp356) + OuffAAas);

+ OxfAFFFAFAFATS = 31

£ax432 = fun_1400090b8 rex404);

“reinterpret_cast-int32_ 9_433) = eax432;
“reinterpret_cast<int32_ 9 433 +4) =0;
remterpret cast<int32_} ax434) = eax432;

n'

“saltati

i seguenti tipi di files durante I'esecuzione del malware: .exe, .dll e .sys.

Memory Map L)) call Stack =7 SEH 123 Seript "E] Symbols <2 Source #- References W Threads ﬂ_ Il

[qword ptr ss:[rsp+160]]:TermsrvGetwindowsDirectoryw

(00007 FF7DDCI32BF ds: [0D007FF7DDCBBFAS] L™, exe™

[gword ptr ss:[rsp+198]]:L"\\KnownD11s

ds: [0D007FF7DDCBBFBA]: L. d11
rox: NeQueryInformationThread+14

ds: [00007FF7DDCBBFCA]:L". 5ys
rex:NtQueryInformationThread+14

rex:NtQueryInformationThread+14, [ss:[rsp+160]]: TermsrvGetwindowsD1i

rectoryw

rdx=0
gword ptr ds:[ds

. Text:D0007F

: [00007F

7DDCBEFAS] ]=[00007FF7DDCBBFAS L™, exe"]=6500780065002E

.exe: §32BF #26BF

%/ Dump 1

F7DDC932BF 40417e937cd244b2T928150cae6Ta0efT5551Tdb401ea0d? 2T eecddacrar47

Woump2  @Moump3  @oumps  Whoumps @ watchi  IeslLocals

Address

Hex ASCIT

www.swascan.com

61 74 6F 72|28 ator++..rename. .
69 6E 76 61|6C 7| invalid stoi arg
75 7 4 7 | ument. .. i
74 20 6F 66|20 72 61 GE|ument
5B 2B 5D 20|53 74 61 74(ge......
25 64 0A 00|00 00 00 0O(s: %d
00 00 00 00|00 00 00 00(H.e.x.
00 00 00 00|00 00 00 00(..d.1.
00 00 00 00|00 00 00 00|..s.y.
B.1.
+.h

69 00 00 00|00 00 0O 00f..
KR 21 &N 20/67 A1 RS Falr.

| inffo@swascan.com

0000000000000000

00000011814FEECO
0000000000000000

00000011814FEECD
0000000000000000
00000000812C5000
00000011812C 4000
00007FFD83C25A96
DDDDDDDDDDDD 000

UUUUUUL13L4FEFGC
0000001100000004

return to ntdll.LdrI

ntdl1.RtINtd]1Name+1
ntdl11.RtINTd]IName+1
ntd11.RtINtdT1IName+1




Swascan
P

TINEXT

All'interno della funzione sub_1400031F0 viene effettuata l'iterazione delle directories di
sistema, una volta identificati i files da rendere inaccessibili essi vengono sovrascritti in parte
con un pattern randomico generato ed inserito all'interno della stream evidenziabile nella
funzione sub_1400048D0. Dopo aver effettuato I'azione di sovrascrittura, i files presi in
considerazione vengono rinominati con I'estensione appesa .BiBi ed una cifra specifica.

|z LOC_L4003£LA

xorps  xme@d, xemd

movups  [rsp#sBBhivar_378], xme@ loc_1488642CA:

o rex, qword ptr [rsp+SBBhivar_348+8] | [mov r8, r1s

test rox, rox moy edx, eax

jz short loc_ 140803478 lea rex, aDirectoryItera ;

call  sub_140002790

movdqu  [rsp#5BBhivar_3
moy rcx, gqword ptr [
test rox, rex
jz short loc_140003488

ol o [2

lock inc dword ptr [rex+d]

movdqa  xmml, [rsptSBSh+var_348]
_ v

80.00% [{1414,3035) |{€l2,395) |0000ZDFS |00000001400033F8: sub_l1400031F0+808 |(Synchronized with Hex View-1)

loc_14@083680:

movzx  ecx, word ptr [rax]

cmp cx, 5Ch ;

jz short loc_l4800836BF
—

cmp cx, 2Fh ;
jnz short loc_1480036D@

add rax, 2 lea rdx, [ri1-2]
cmp rax, rbx movzx  ecx, word ptr [rdx]
jnz short loc_148003688 cmp €x, 5Ch ;
jz short loc_1460836EB
FFE
cmp cx, 2Fh ;
jz short loc_l400836ER
h |
) 1

§0.00% |(521,5779) |{721,41%) |00002DFS |00000001400035F8: sub 1400031F0+5808 |(Synchronized with Hex View-1)
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1, [rsp+sBEhivar_588]

cmp ril

setnb

mow rl@, [rsp+SBBh+var_528]
ecmovnb  r9, rl@

cmp [rsp+SBEh+var_518],

jnz short loc 148883A31

@==

rid cl5+d
I lea rsi, aBibi I
oV TCR, TS1

movzx  eax, word ptr [r9]

mov edx, 2Eh
cmp ax, dx
ib short loc_148083431

loc_l48083A16:

ja short loc_l48@83A31

1 3
FE]
cmp rd, ris

80.00% [{1172,11181)

{720,415) [00002DF8 |00000001400035F2: sub 1400031F0+808 | (Synchronized with Hex View-1)

| files vengono aperti con la configurazione r+b (read or write mode)

cmp qword ptr [rbx+18h], 8
ib short loc_146@3BFE

LY )
FE] |
mov rex, [rbx] ; FileName|

Imoy rsi, rax
test rax, rax
jn:

cmp dword ptr [rax], @0h
jnz loc_148083F8A

cs:GetlastE
eax, 28h
loc_140083CD8

|

l%l?‘il

80.00% |(1089,142€5) |(728,403)

00002DF2 [00000001400033F8: sub 1400031F0+808 | (Synchronized with Hex View-1)

Vengono poi posti in lock gli oggetti mutex per i files in questione al fine di permettere un
accesso esclusivo ad essi, senza interferenze da parte di eventuali processi esterni:
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Swascan

TINE P

loc_14@063C00: ; Mode
mov edx, 1FFh

call

cmp gword ptr [rbxs1sh], 8

jb short loc_148083CF1

loc_148083CF1:

lea rdx, Mode

mov rex, rbx ; FileName
call

mov rsi, rox

test rax, rax

jnz loc_146003090

test eax, eax

80.00% |{113&,15€689) |(75%,410) |00002DFS8 |00000001400035F8: sub_1400031F0+808 | (Synchronized with Hex View-1)

e
[r14+28h]
loc_148004338: 5 int [r14+28h] ; _Mtx_t
mov ecx, eax
call rdi, 3EBh
short loc_1480083DDE

h |
FIE]
mov [rsp+5BBhtva
lea rex, [rsp+SBBhivar_
call sub_148087858
lea rex, aWaitingForQueu
call sub_148081638
jmp short loc_1480@309@ i

jz short loc_1488@30DF8

FE]

loc_14@0030F8:

test al, 2
jz short loc_148003DFA
FE]
mow rod, [rdi+l@h]
jmp short loc_14eee3cee| [loc_1seeesnra:
| mow rad,
|

'y

I i

80 .00% |{973,1€252) |{737,411) |00002DFS |00000001400035F8: sub 1400031F0+808

{Synchronized with Hex View-1)

Lea rax, |rspesson
call
test eax, eax
inz loc 1480804371
h 4 h
P ol g [
o rax, [rdi+s) o rax, [rsp+SB8htvar_208]
jmp short loc_148@83EBC loc_140064371:
lea r8, [rdi+2@h]
mov edx, eax
lea rex, aDirectoryEntry_1
call  sub_1480082790

loc_14B883EBC:

mov [r14438h], rax

mow r15, [rsp+5BBh+var_
movzX eax, byte ptr [r15+78h]
test al, al

jz loc_148804342

]

rbax, [
_140004342: [rsp+5BBhs

rex, [rsp+5BBh+pExcepti rex, rhx ;
1 sub_148006678

rdx, stru_148@2F898 ; pThr eax, eax

rex, [rsp hpExC ; pExceptionObject loc_140084363

1

80.00% |({10&68,18149) |{717,389) |00002ZDFS [00000001400035F8: sub_1400031F0+808 |(Synchronized with Hex View-1)
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Swascan

TINE P

¥
ol 2
oy edx, 3
loc_1480a4C34: call sub_148862DF8
mov 1 cdge
oy lea rex, a@123456789abcd
s

rexsran*)

rex, [rspt
sub_140007580
1 ebx

mov  [raxtrext2],

[rspHiD + w rex, [raptibshe,
sub_140807940 e [raxercx=243], i foo short loc_148084E0
inc b
v rex, [rspsiDahsvar_199)
jnp shart loc_l4B804EDR

€4.00% |(453,4924) | (€57, 420) [0000406D |0000000140004C€D: sub 1400048D0+39D | (Synchronized with Hex View-1)

h
edx, 30h
loc_140004C34: sub_1420020F8
mow rdx, [rsp+1D8h+var_188]
mov rax, rdx rox, a@l2345678%bcd ;
sub rax, rox rod, word ptr [rexerax®2)
cmp rax, 5 rex, [rsp+lDBhiv 9@ ]
jb short loc_140084C84 rdx, [rsp+lDBh+var_188]

rex, rdx
short loc_146604C27

lea rdi, [rex+
Imav [rsp+1DBh+ loc_140094C84: loc_140094C27: 3 Srec
lea rbx, [rsp+1DBh+ mov [rsp+1DBh#var_ lea rex, [rsp+lDBhivar_148)
cmp rdx, 8 lea . aBibi call sub_140087888
cmownb  rbx, [rsp+iDBh+var_148] mov edx, 5 cmovnb  rax, [rsp+iDeh+ inc ebx
lea rex, [rbxtrex*2] ; void *| (lea rex, [rsptlDBhivar_188] ; Srcf [mov [raxtrcx*2], ro Imo rex, [rsp+lDBhivar_19
Imav réd, @ah ; size call  sub 148087948 mow [raxtrex*2+2], si jmp short loc 14884808
lea rdx, aBibi H i inc ebx
call mov rex, [rsp+lDBh+var_1
— [rbxsrdi*2], si jmp short loc_1400848D0
lea rax, [rep+iDBhivar_1
mp short loc_149004CA3

L

vy

FE]

loc_l40084CA3:

80_00% [(514,45€2) |(524,405) |00004034 [0000000140004C3R: sub 1400048D0:1loc_140004C3Rh | (Synchronized with Hex View-1)

o ecx, 3E8h ecx, 120 ecx,
Imow rad, 1 rod, 3 rod, 6
imp short loc_148864A1F short loc_148804A1F short loc_146884A1F

& =

loc_l4@894a1F:

mov eax, [r12428h]

mo [rsp+1DBh+va @], eax ; int
mow [rsp+1DBh#+v. 8], rex 3 _ int64
oy rex, [ri2] ; Stream
call sub_1480802F58

oy rex, [ri2] ; Stream
call

lea rdx, [r1248]

lea rex, [rsptlDBhisrc]

call sub_1488063F8

oy r14d, [rsp+iDBhivar

or rldd, 1

may [rsp+1DBh#v.

lea rdx, [rsp+lD

cmp [rsp+1DBh+v.

. cmmd b Foduino831 A

580.00% | (€05,2742) ((€71,420) (00004034 |0000000140004C3A: sub_1400045D0:1loc_l40004C3R |(Synchronized with Hex View-1)
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Si noti I'azione di rinomina dei files sovrascritti:

15w
TeSt  eA%, EAY
inz loc_1408051F8
1
Ll
loc_1488851F8:
e ro, rhy
lea ri, [rsp+iDdh+var_168]
ey e, wax
call sub_148882808
e
enp
b
1
Trr. B ; Bleck
64 _00% [(21,743¢6) |(747,415) 00004060 (0000000140004C60: sub_l1400048D0+35D | (Synchronized with Hex View-1)
% CPU | log | Motes ® Breakpoints # Memory Map (L) call stack -ﬁ Symbols <2 Source 2~ References ¥ Threads ﬂ:lz
+

xogward per sl
Ddl7ea 37 ez een2E
x.quord per ss:f)
4iTea37cdzasnzfa

st 1faba .
92815 0¢ 368 a0e £ 555 1F4B40T 20

d'per g
: qward prr <
28150 caet Fabef £5551fdbal 1aan7 2f hec ddah T

x quard per
BEF da: [raxer

quard pr

rocozfren sl
¥937C424402F 3281 50306 F300F 555 L FIb4010072 FR0CAO6Ta

edx=0
El
. TexTt:00007FF7DDCI4BD5 404176937

0000000000000000
%/ Dump 1 EDump2  BYDump3  EYDump4 U Dump 5 00000011814FEECO ~
Aiee=s Hex 0000000000000000
00007FF7DDCBC110[5B 2B 5D 20[50 61 74
00007FF7DDCBC120(5B 2B 5D 20|43 50 55 [+] 5
00007FF7DDCBC130( 64 2C 20 54|68 72 65 d, Threads: ggggggg?gﬁgiggg
00007FF7DDCBC140(73 65 6E 6420 61 74 send_attempt whi q =
00007FF7DDCBC150| 6C 65 20 63 (6C 6F 73 1e closed....... - Ce et L | PEn T A ol
00007FF7DDCBC160(69 6E 76 61|6C 69 64 invalid string p a i 3C7D110 | ntd11.ReINtd]INane+r1
00007FF7DDCBC170(6F 73 69 74|69 6F 6E osition.vector t a ODOTL LTS ie-D 150) [AEali I NE I Nane
00007FF7DDCBC180| 6F 6F 20 6C|6F 6E &7 0o Tong.deque<T> f T ac7D130|| N1l REINCd] TName 3|
00007FF7DDCBC190( 20 74 6F &F |20 6C &F = aq BDCHLAR A ErEr .
00007FF7DDCBC1AO [130] 00 31 00|32 00 33 STt o
NONZEE7DNCRCIRNI 2R 00 29 00141 N0 42
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TINEXTA GROLUP

10Cs:

e e26bba0304f14ef96beb60376791d32c

e 24f6785ca2e82d1d1d61f4cb01d5e753f80445¢f

o 40417€937cd244b2f928150cae6faleff5551fdb401eal72f6ecddab7a747e17
e BiBi

e 2242694269

Regola YARA
rule BiBiRule
{
strings:
$strBiBi = ".BiBi"

$hexBiBi = { 2e 42 69 42 69 }

condition:

$strBiBi or $hexBiBi
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CONCLUSIONI:

BiBi Wiper € una minaccia che ripercorre la falsariga dei wipers utilizzati nel contesto del
conflitto Russo-Ucraino, come HermeticWiper o IsaacWiper (sviluppati e diffusi
immediatamente prima dell'invasione perpetrata dalla Russia, avvenuta de facto il 24 Febbraio
2022).

Nel caso specifico, tuttavia, vi sono alcuni elementi di differenziazione rispetto alle sopra citate
minacce: i dati ed i files presi in considerazione nella fase di enumeration vengono resi
inaccessibili e sovrascritti mediante un pattern randomico. Tuttavia, il behaviour analizzato non
e afferibile ad una classificazione di tipologia Ransomware, in quanto non viene richiesto alcun
riscatto per il recupero dei files mediante una ransomnote creata a bordo delle macchine
infette. L'unico obiettivo del threat e quello di perpetrare la propria azione distruttiva nei
confronti delle principali infrastrutture critiche avversarie ed essa e associabile al sempre piu
presente concetto di guerra ibrida che abbiamo imparato a conoscere a causa della delicata
situazione geopolitica attuale. Una caratteristica fondamentale di tale concetto e
rappresentabile dal fatto che, anche senza un’‘azione di belligeranza militare, si possono
comunque ottenere risultati devastanti. Vi é stata inoltre un'attenzione nel gestire anche le
risorse ed i files potenzialmente in uso da altri processi esterni e a modificare le impostazioni
di avvio di Windows, nonché nell’eliminare le copie shadow al fine di massimizzare I'impatto
del threat.

Il crescente e costante rischio di una situazione geopolitica sempre piu compromessa e
deteriorata, porta ad ipotizzare che lo sviluppo e la distribuzione di tali malware siano destinati
ad aumentare. Queste minacce saranno sempre piu sofisticate, evasive e distruttive.

Riferimenti:
[0] (introduzione in merito a BiBi Wiper): BiBi Wiper Used in the Israel-Hamas War Now Runs on

Windows (blackberry.com)
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